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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) or the [EC
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and

expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTQ) principles in the Technical Barriers to Trade (TBT), see wwwise—erg/

iso Hdoreword bl

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at wawwise-erg/members-html.
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Introduction

Cybersecurity is a pressing issue due to the use of connected technologies. Cyber threats are continually
evolving, thus protecting users and organizations is a constant challenge. To cope with this challenge,
business groups, government agencies, and other organizations produce documents and tools called
cybersecurity frameworks to help organize and communicate cybersecurity activities of organizations.
These organizations producing the cybersecurity frameworks are referred to as “cybersecurity
framework creators.” Other organizations and individuals then use or reference the cybersecurity
framework in their cybersecurity activities.

Given that there are multiple cybersecurity framework creators, there are a multitude of cybersecurity
frameworks. The current set of cybersecurity frameworks is diverse and varied. Organizations
using cybersecurity frameworks are challenged with harmonizing different lexicons and conceptual
structures to meet their requirements. These cybersecurity frameworks then become competing
interests for finite resources. The additional effort could be better spent implementing cybersecurity
and combating threats.

The goal of this document is to ensure a minimum set of concepts are used to define cybersecurity
frameworks to help ease the burden of cybersecurity framework creators and cybersecurity
framework users.

As this document limits itself with a minimum set of concepts, its length is kept to a minimum on

purpose. This document is not intended to supersede or replace the requirements of an ISMS given in
[SO/IEC 27001.

The principles of this document are as follows:

— flexible — to allow for multiple types of cybersecurity frameworks to exist;

— compatible — to allow for multiple cybersecurity frameworks to align; and

— interoperable — to allow for multiple uses of a cybersecurity framework to be valid.

The audience of this document is cybersecurity framework creators.

© ISO/IEC 2021 - All rights reserved v






TECHNICAL SPECIFICATION ISO/IECTS 27110:2021(E)

Information technology, cybersecurity and privacy
protection — Cybersecurity framework development
guidelines

1 Scope

This document specifies guidelines for developing a cybersecurity framework. It is applicable to
cybersecurity framework creators regardless of their organizations’ type, size or nature.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC TS 27100, Information technology — Cybersecurity — Overview and concepts

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC TS 27100
and the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https:/wwwise-orgfobp

— 1EC Electropedia: available at http:/fwww-eleetrepedia-orgf

3-1
cybersecurity framework
basic set of concepts used to organize and communicate cybersecurity activities

3.2
cyber persona
digital representation of an individual or organization necessary to interact in cyberspace

|[SOURCE: U.S. DoD Joint Publication 3-12 and Caire, ], & Conchon, S:2016|

3.3
asset
anything that has value to an individual, an organization or a government

|[SOURCE: ISO/IEC 27032:2012, 4.6, modified — The Note has been removed.]

4 (Qverview

Cybersecurity framework creators face a unique challenge: create a framework which is general enough
to allow for flexibility in use while providing a structure to allow for compatibility and interoperability
across frameworks and uses. Striking a balance between flexibility and compatibility while satisfying
stakeholder requirements can be difficult. Developing multiple cybersecurity frameworks using the

© ISO/IEC 2021 - All rights reserved 1
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same structure will help cybersecurity framework users maximize resources, while providing a way
for different uses of a cybersecurity framework to achieve interoperability.

To help ease the challenge of creating a cybersecurity framework, this document provides the minimum
set of concepts a cybersecurity framework should have: Identify, Protect, Detect, Respond, and Recover.
This document can be used to build a framework of the minimum set of cybersecurity concepts.

While cybersecurity framework creators are subject to their unique stakeholder requirements, as
shown in Figure 1, these concepts can also be used as pillars to help a cybersecurity framework creator
structure and start filling out its lower level concepts. Unique stakeholder requirements can result in
the creation of additional concepts to be contained in the resultant cybersecurity framework. However,
the concepts presented in this document remain foundational.

Structured within these concepts, the resultant cybersecurity framework can consist of standards,
guidelines, and practices to promote cybersecurity risk management. Cybersecurity frameworks
provide prioritized, flexible, repeatable, and cost-effective approaches to help cybersecurity framework
users manage cyber risk.

A cybersecurity framework helps persons executing these activities by providing a reference scheme.
Concepts and categories of a cybersecurity framework can be used as a guide, checklist or template
applicable in these activities.

A cybersecurity framework is not required in the implementation of an ISMS (ISO/IEC 27001). While
ISO/IEC 27001 and a cybersecurity framework are independent, the two approaches can be related.
Cybersecurity frameworks can be used in conjunction with ISMSs to organize cybersecurity activities
across multiple layers of an organization, communicate those activities outside of the organization, and
ensure continuous improvement of those activities over time. When a cybersecurity framework user
chooses to implement an ISMS in conjunction with a cybersecurity framework, the two approaches
work together to allow effective implementation of information security and cybersecurity activities,
organization of those activities, and communication of those activities. An example of a cybersecurity
framework and an ISMS working together is presented in.Annex A. Considerations on the integration
of a cybersecurity framework into practice are provided in-Annex-B. Examples of cybersecurity
framework are listed in the Bibliography.

Many cybersecurity frameworks implement the concept of risk management, but not all. Cybersecurity
frameworks should consider the concept of risk management.

Resultant
Cybersecurity
Framework
[dentify
Protect
SR B Cybersecurity Detect
ISO/IECTS 2711 »| Framework ke .
Creator Respond
m
Recover
Context
Additional
Requirements Loncepts
Stakeholders \/\

Figure 1 — Creating a cybersecurity framework using ISO/IECTS 27110
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The value of applying the guidelines in this document is that users of different cybersecurity
frameworks can communicate with each other. These concepts are intended to give a cybersecurity
framework creator a starting point, and when used collectively, provide an effective structure in
organizing a cybersecurity framework.

5 Concepts

5.1 General

The purpose of subclauses 5:2-to 5:6-is to describe the concepts in a cybersecurity framework. These
concepts are intended to give a cybersecurity framework creator a starting point. While every
cybersecurity framework has different stakeholders and requirements, the concepts below remain
constant and, thus, serve as the basis for any cybersecurity framework.

The concepts listed below are not intended to provide sufficient detail for implementation of
cybersecurity within an organization. These concepts can be arranged in a process model. However,
other configurations can work given the cybersecurity framework creator’s stakeholder requirements.

Cybersecurity framework creators can choose to augment the cybersecurity framework with additional
concepts which provide value to their stakeholders or satisfy specific requirements. Furthermore,
some cybersecurity framework creators can choose to enhance these concepts with categories and
subcategories to provide more guidance to their stakeholders or satisfy requirements. Some contexts
can warrant a greater level of detail than categories. If that is the case, cybersecurity framework
creators may specify additional, more detailed statements that would align at the subcategory level.

The concepts presented below are independent of time, context, granularity of scope, and market
conditions. While sequence of events, unique operating constraints, and business drivers are all
important factors when designing a cybersecurity framework, they are considered implementation
details.

5.2 Identify

A cybersecurity framework should include the Identify concept.

The Identify concept develops the ecosystem of cybersecurity which is being considered.

This ecosystem is used when developing the Protect, Detect, Respond and Recover concepts. Examples
of ecosystem considerations are: business objectives, business environment, stakeholders, assets,
business processes, laws, regulations, threat environment and cyber risks. The Identify concept
addresses people, policies, processes and technology when defining the scope of activities. The Identify
concept can include many categories relating to scoping particular activities to only those which are
relevant. Categories can include: business environment, risk assessment, risk management strategy,
governance, asset management, business context analysis and supply chain considerations.

The activities in scope of the Identify concept are foundational for cybersecurity. The Identify concept
can include an understanding of business context, stakeholders, the cybersecurity ecosystem and
dependencies. An organization's presence in cyberspace, its cyber persona, the business-critical
functions and information and their related resources can also be important. The understanding gained
from the Identify concept enables a flexible and repeatable view of cybersecurity for an organization to
focus and prioritize its efforts.

A cybersecurity framework creator should consider evolving cyber threats and emerging technology
when designing the Identify concept. Otherwise, the resulting cybersecurity framework can fail to
appropriately meet future requirements.

5.3 Protect

A cybersecurity framework should include the Protect concept.

© ISO/IEC 2021 - All rights reserved 3
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The Protect concept develops appropriate safeguards to protect an organization’s cyber persona,
ensure preventative controls are working, and produce the desired readiness of the organization to
deliver critical services and maintain its operations and security of its information.

The Protect concept can contain many categories and activities related to the safeguarding of assets
against intentional or unintentional misuse. The Protect concept can include controls for traditional IT
system security, industrial control systems or internet of things. Categories can include: access control,
awareness and training, data security, information protection processes and procedures, maintenance,
protective technology, security architecture, asset configuration, systems segregation, traffic filtering,
cryptography, security administration and maintenance, identity and access management and data
security.

A cybersecurity framework creator should determine the scope of the Protect concept. Prevention
and threat-oriented approaches can be used. When developing the Protect concept, a cybersecurity
framework creator should consider protection for people, process and technology.

5.4 Detect

A cybersecurity framework should include the Detect concept.
The Detect concept develops the appropriate activities to discover cybersecurity events.

The activities in the Detect concept provide an organization the ability to proactively observe changes
in behaviours, states, traffic, configuration or processing of its key resources. These changes can be
internal or external, intentional or unintentional. By understanding the changing landscape, the
organization can make updates to policies, procedures and technology as needed.

The Detect concept can include traditional asset monitoring and attack detection. Categories can include:
anomalies and events, security continuous monitoring, detection process, logging, log correlation and
analysis, threat hunting, anomaly detection and operational baseline creation.

A cybersecurity framework creator should consider the depth and scope of internal and external
changes to be observed. Increasing scope of the Detect concept can add value to a cybersecurity
framework as well as potential additional burden. Some cybersecurity frameworks can focus on the
system level while others focus on process level. When considering the Detect concept, cybersecurity
framework creators should determine the appropriate level of detail to guide organizations.

5.5 Respond

A cybersecurity framework should include the Respond concept.

The Respond concept develops the appropriate activities regarding the response to cybersecurity events.

The activities in the Respond concept allow an organization to qualify the cybersecurity events in
their environment and react to them. These activities allow an organization to categorize, evaluate,
and remediate cybersecurity events based on their specific needs, resources, stakeholders and
requirements.

The Respond concept can include the traditional incident response concepts as well as policies,
procedures and plans. Categories can include: response planning, communications, analysis, mitigation,
improvements, incident response, environment sterilization or malware eradication.

A cybersecurity framework creator should consider the broader context of the Respond concept,
e.g. managerial and procedural aspects. In addition to incident response, the Respond concept can
incorporate communication to and from external parties. These communications can be vulnerability
disclosures, threatreports or other information provided by external sources. Additionally, the Respond
concept can include the sharing of information with external sources. A cybersecurity framework
creator should consider the entire ecosystem in which the cybersecurity framework will be deployed to
understand the Respond concept.

1 © ISO/IEC 2021 - All rights reserved
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5.6 Recover

A cybersecurity framework should include the Recover concept

The Recover concept develops the appropriate activities to restore services, repair systems and restore
reputation.

The activities in the Recover concept define the restoration and communication related activities after
a cybersecurity event. The Recover concept is not only a reactive concept, but also a proactive concept.
Effective and efficient planning and execution of the activities in the Recover concept should minimize
damage and help organizations resume operations.

[t is possible that services have been degraded during a cybersecurity incident. The Recover concept
is an opportunity to provide guidance on how to restore those services. Services can be technical or
managerial processes in nature. Assets can have reached an inoperable or undesired state of operation.
The Recover concept is an opportunity to provide guidance on how to repair those assets. Reputation
can have been damaged during a cybersecurity incident. Reputation can be a key factor in maintaining
market share or consumer confidence. Categories can include: recovery planning, communications,
improvements, recovery training and recovery execution.

A cybersecurity framework creator should consider a number of factors influencing priority of service
restoration when producing a cybersecurity framework. These include business impact, stakeholder
needs, implementation scenarios and technological maturity. While some cybersecurity frameworks
do not incorporate business goals, the non-technical ramifications of a recovery can be severe and can
be addressed by a cybersecurity framework.

6 Creating a cybersecurity framework

Cybersecurity framework creators should use Identify, Protect, Detect, Respond and Recover
concepts to structure and organize desired cybersecurity and information security activities into a
cybersecurity framework. As shown in Eigure-1, the cybersecurity and information security activities
to be organized into a cybersecurity framework depend on the context and requirements that guide
cybersecurity framework creators. Once all activities are identified, they should be organized under
the concepts and then, if needed, split into categories and subcategories depending on the desired level
of detail. If an additional level of detail is desired, cybersecurity framework creators can add more
detailed statements to align at the subcategory level.

© ISO/IEC 2021 - All rights reserved 5
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Annex A
(informative)

Considerations in the creation of a cybersecurity framework

A.1 General

The considerations proposed in this annex aim to guide cybersecurity framework creators in designing
a cybersecurity framework.

While there can be other interpretations of the concepts and standards listed, A-2-to A-4-are presented
as a compendium of three examples.

Example 1 is a replication of ISO/IEC TR 27103 which demonstrates a cybersecurity framework created
from selected ISO/IEC standards. This example provides additional categories which are a further
subdivision of the base concepts. While categories within a specific concept can vary, concepts remain
constant per this document. Fables-A1-to A-5-show example categories and references within each
concept.

Example 2 is also a replication of ISO/IEC TR 27103 which demonstrates a cybersecurity framework
created from selected ISO/IEC standards. While categories within a specific concept can vary, concepts
remain constant per this document. This example provides an additional layer of specification with
both categories and subcategories. Tables-A-6-to A27-show example categories, subcategories and
references within each category.

Example 3 is a generic cybersecurity framework which is does not reference other standards or
guidance. This cybersecurity framework specifies categories within each concept and subcategories
within each category.

A.2 Example 1

Table A.1 — Example categories and references within Identify

|Cate 0 Description References
gory p

Business environment The organization's objectives, ISO/IEC 27001:2013, Clause 4
stakeh::;mlders, and activit_ies are 1SO/IEC 27001:2013, Clause 5
understood and used to inform
roles, responsibilities and risk ISO/IEC 27036 (all parts)
management decisions. Compre-
hensive security measures are
necessary covering the company
itself, its group companies, busi-
ness partners of its supply chain
and IT system control outsourcing
companies.

Risk assessment Thiﬂl‘gﬂ}?iﬂtiﬂﬂ understands the [SO/IEC 27001:2013, Clause 6
risks to the organization’s opera-
tions and asse%s. The managﬂmﬁnt ISO/IEC 27014
are required to drive cybersecuri-
ty risk measures considering any
possible risk while in proceeding
with the utilization of IT.

6 © ISO/IEC 2021 - All rights reserved
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Table A.1 (continued)
|Categur}f .Descripti{}n References
Risk management strategy An organization’s approach, the  [ISO/IEC 27001:2013,9.3

management components and
resources to be applied to the
management of risk.

Governance To monitor and manage the ISO/IEC 27002:2013, Clause 5
organization’s regulatory, legal, 1SO/IEC 27002:2013, Clause 6
environmental and operational ' '
requirements. This information is
then used to inform the appropri-
ate levels of management.

Asset Management Identification and management of [SO/IEC 27002:2013

the systems, data, devices, people _
and facilities in relation to the IS0/IEC 27019:2017, Clause 7

business.

Table A.2 — Example categories and references within Protect

Category Description References

Access control Limiting access to facilities and ISO/IEC 27002:2013, Clause 9
assets to only authorized entities
and associated activities. Included ISUIEE

in access management is entity ISO/IEC 29115
authentication
Awareness and training Ensuring users and stakeholders  [ISO/IEC 27002:2013, Clauses 6 and 7

are aware of policies, procedures,
and responsibilities relating to
cybersecurity responsibilities.

Data security Responsible for the confidentiality, 1SO/IEC 27002:2013, Clause 8
integrity, and availability of data
and information.

Information protection processes [Security policies, processes, and ISO/IEC 27002:2013
and procedures procedures are maintained and
used to manage protection of infor-
mation systems.

Maintenance Processes and procedures for ongo- [1SO/IEC 27002:2013, Clause 11
ing maintenance and modernization
Protective technology Technical security solutions (such [ISO/IEC 27002:2013

as logging, removable media, least
access principles, and network
protection)

ISO/IEC 27033 (all parts)

Table A.3 — Example categories and reference within Detect

Category Description References

Anomalies and events Detection of anomalies and events -ISD,XIEC 27002:2013, Clause 16

and understanding of the impact

of those events. ISO/IEC 27035 (all parts)
Security continuous monitoring  Systems being monitored on areg- ISO/IEC 27002:2013, Clause 12
ular basis to validate the effective-

ness of security measures in place.

Detection process Processes and procedures to ISO/IEC 27002:2013, Clause 16
Ensure t}melj,r' awareness and com- ISO/IEC 27035 (all parts)
munication of events.

© ISO/IEC 2021 - All rights reserved 7
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Table A.4 — Example categories and references within Respond

tategnry

Description

References

Response planning

Plan for how to respond to events
Ln a timely manner including

rocesses and procedures for
responding to events.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all

Communications

Processes and procedures for
communicating the timely infor-
mation to relevant parties.

Companies need to communi-

ate appropriately with relevant
parties by, for example, disclosing
information on security measures
r response on regular basis or in
imes of emergency.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)
ISO/IEC 27014

Analysis Review of detected events, in- ISO/IEC 27002:2013, Clause 16
c]fudmg categorization and impact 1SO/IEC 27035 (all
events.
Mitigation ctivities that limit the expansion [SO/IEC 27002:2013, Clause 16
f the event, mitigate the event
nd stop the event. ISO/IEC 27035 (all
Improvements Organization reviews the response [ISO/IEC 27002:2013, Clause 16
plan and improves it based on les- 1SO/IEC 27035 (all
ons learned during an event.
Table A.5 — Example categories and references within Recover
tategury Description References

Recovery planning

Plan for how to recover from an
rﬁ:vem and the next steps after an
event.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)

Communications

Processes and procedures for
communicating the timely infor-
mation to relevant parties.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)

Improvements

Organization takes the lessons
learned during an event and feeds
it back into the process and pro-
cedures.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)

A.3 Example 2

Table-A6-describes the activities under the business environment category, along with standards that
can support the understanding and implementation of these activities.

Table A.6 — Identify concept: business environment category, subcategories, and references

Standards mapping
ISO/IEC 27002:2013,15.1.3, 15.2.1
ISO/IEC 27036-1

ISO/IEC 20243:2015, Clause 4
ISO/IEC 27001:2013, 4.1

Description of subcategory

The organization’s role in the supply chain is identified and com-
municated

The organization’s place in critical infrastructure and its industry
sector is identified and communicated

Priorities for organizational mission, objectives, and activities are |ISO/IEC 27002:2013, Clause 6

established and communicated

8 © ISO/IEC 2021 - All rights reserved
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Table A.6 (continued)

Description of subcategory

Standards mapping

Dependencies and critical functions for delivery of critical services
are established

ISO/IEC 27002:2013,11.2.2
ISO/IEC 27019:2017,9.2.2,9.2.3,10.11.1

Resilience requirements to support delivery of critical services are
established

ISO/IEC 27002:2013,11.1.4,17.1.1

ISO/IEC 27019:2017,10.12.1

Fable-A-7-describes the activities under the risk assessment category, along with standards that can
support the understanding and implementation of these activities.

Table A.7 — Identify concept: risk assessment category, subcategories, and references

Description of subcategory

Standards mapping

Asset vulnerabilities are identified and documented

1SO/IEC 27002:2013, 12.6.1, 18.2.3
ISO/IEC 29147
1SO/IEC 27019:2017,7.1.1,7.1.2

Threat and vulnerability information is received from information
sharing forums and sources

ISO/IEC 27002:2013, 6.1.4

Internal and external threats are identified and documented

ISO/IEC 27001:2013, 6.1.2

Potential business impacts and likelihoods are identified

ISO/IEC 27001:2013, 6.1.2

Threats, vulnerabilities, likelihoods, and impacts are used to
determine risk

ISO/IEC 27002:2013,12.6.1

Risk responses are identified and prioritized

ISO/IEC 27001:2013,6.1.3

Table-A-8-describes the activities under the risk management strategy category, along with standards
that can support the understanding and implementation of these activities.

Table A.8 — Identify concept: risk management strategy category, subcategories, and

references

Description of subcategory

Standards mapping

Risk management processes are established, managed, and agreed
to by organizational stakeholders

[SO/IEC 27001:2013, 6.1.3, 8.3,9.3

Organizational risk tolerance is determined and clearly expressed

ISO/IEC 27001:2013, 6.1.3, 8.3

The organization’s determination of risk tolerance is informed by
its role in critical infrastructure and sector specific risk analysis

ISO/IEC 27001:2013, 6.1.3, 8.3

Table-A-9-describes the activities under the governance category, along with standards that can support

the understanding and implementation of these activities.

Table A.9 — Identify concept: governance category, subcategories, and references

Description of subcategory

Standards mapping

Information security policy for the organization is established

ISO/IEC 27002:2013,5.1.1

Information security roles & responsibilities are coordinated and
aligned with internal roles and external partners

ISO/IEC 27002:2013,6.1.1,7.2.1

Legal and regulatory requirements regarding cybersecurity,
including privacy and civil liberties obligations, are understood
and managed

ISO/IEC 27002:2013, 18.1

Governance and risk management processes address cybersecuri-
ty risks

[SO/IEC 27001:2013, Clause 6

The category of asset management covers any data, personnel, devices, systems or facilities that are
used or managed by the organization. Asset management covers the physical inventory of devices and

© ISO/IEC 2021 - All rights reserved
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systems, inventory of software platforms and applications in an organization and the mapping of the
data flows. ISO/IEC 27001:2013, Annex A, describes controls that can assist with knowing if the activity
has been completed. [SO/IEC 27002 provides guidance for implementation of those controls. Some of

the subcategories and standards that already exist to help with those subcategories are identified in
Table Ao,

Table A.10 — Identify concept: asset management category, subcategories, and references

Description of subcategory Standards mapping
Physical devices and systems within the organization are invento- |ISO/IEC 27002:2013,8.1.1, 8.1.2

ried
ISO/IEC 27019:2017,9.2.1

Software platforms and applications within the organization are |ISO/IEC 27002:2013,8.1.1, 8.1.2
inventoried

Organizational communication and data flows are mapped ISO/IEC 27002:2013,13.2.1
External information systems are catalogued ISO/IEC 27002:2013,11.2.6, 8.2.1

Resources (e.g. hardware, devices, data, and software) are prior- |ISO/IEC 27002:2013,11.2.6, 8.2.1
itized based on their classification, criticality, and business value

Table-A-dl1-describes the activities under the access control category, along with standards that can
support the understanding and implementation of these activities.

Table A.11 — Protect concept: access control category, subcategories, and references

Description of subcategory Standards mapping
Identities and credentials are managed for authorized devices ISO/IEC 27002:2013,9.2.1,9.2.2,9.2.4,
and users 9.2.5,9.2.6,9.3.1,9.4.2,9.4.3

ISO/IEC 27019:2017,11.1.1,11.3.1, 11.5.2
Physical access and remote access are managed and protected ISO/IEC 27002:2013,11.1.1, 11.1.2, 6.2.2,

13.1.1
Manage access permissions use the least principle and separation |ISO/IEC 27002:2013,6.1.2,9.1.2,9.2.3,
of duties 9.4.1,9.4.4

ISO/IEC 27019:2017,8.1.1
Network integrity is protected, including network segregationas |ISO/IEC 27002:2013,13.1.1,13.1.3

A OplEa e e 1SO/IEC 27033-2
1SO/IEC 27033-3
1SO/IEC 27019:2017,10.6.3, 11.4.5, 11.4.8

Fable A-12-describes the activities under the awareness and training category, along with standards
that can support the understanding and implementation of these activities.

Table A.12 — Protect concept: awareness and training category, subcategories, and references

Description of subcategory Standards mapping

All users are informed and trained [SO/IEC 27002:2013, 7.2.2

Roles and responsibilities of senior executives, privileged users, |ISO/IEC 27002:2013,7.2.1,7.2.2,6.1.1, 8.2.1
stakeholders, personnel (physical and information security) and
third-party stakeholders (e.g. suppliers, customers, partners) are
understood

Table A13-describes the activities under the data security category, along with standards that can
support the understanding and implementation of these activities.

10 © ISO/IEC 2021 - All rights reserved
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Table A.13 — Protect concept: data security category, subcategories, and references

Description of subcategory

Standards mapping

Data at rest is protected

ISO/IEC 27002:2013, 8.2.3
1SO/IEC 27033-2
ISO/IEC 27040

Data-in-transit is protected

[SO/IEC 27002:2013,8.2.3, 13.1.1, 13.2.1,
13.2.3,14.1.2, 14.1.3

ISO/IEC 27033-2
ISO/IEC 27033-5

Assets are formally managed throughout removal, transfers and
disposition

[SO/IEC 27002:2013, 8.2.3, 8.3.1, 8.3.2,
8.3.3,11.2.7

Appropriate capacity planning to ensure availability

ISO/IEC 27002:2013,12.1.3, 12.3.1

Data leakage protection

ISO/IEC 27002:2013, 6.1.2, 7.1.1, 7.1.2,
/7.3.1,8.2.2,8.2.3,9.1.1,9.1.2,9.2.3, 9.4.1,
9.4.4,9.4.5,13.1.3,13.2.1, 13.2.3, 13.2 .4,
14.1.2,14.1.3

Integrity checking mechanisms are used to verify software, firm-
ware, and information integrity

ISO/IEC 27002:2013,12.2.1,12.5.1, 14.1.2,
14.1.3

The development and testing environment(s) are separate from
the production environment

ISO/IEC 27002:2013, 12.1.4
ISO/IEC 27019:2017, 10.1.4

Table-A-t4-describes the activities under the information protection processes and procedures category,
along with standards that can support the understanding and implementation of these activities.

Table A.14 — Protect concept: information protection processes and procedures category,
subcategories, and references

Description of subcategory

Standards mapping

Baseline configurations of systems are created and maintained

ISO/IEC 27002:2013,12.1.2,12.5.1,12.6.2,
14.2.2,14.2.3,14.2.4

ISO/IEC 27019:2017,12.1.1

A system development life cycle to manage systems is implemented

[SO/IEC 27002:2013, 6.1.5,14.1.1, 14.2.1,
14.2.5

ISO/IEC 27034 (all parts)

Change control process in place

ISO/IEC 27002:2013,12.1.2,12.5.1

Backups are conducted, maintained and tested

ISO/IEC 27002:2013,12.3.1

Physical operating environment meets policy and regulations for
organizational assets

ISO/IEC 27002:2013, 11.1.4, 11.2.1,
11.2.2,11.2.3

ISO/IEC 27019:2017,9.1.1,9.1.2,9.2.3, 9.1.7,
9.1.8,9.1.9

Data destruction follows appropriate policy

ISO/IEC 27002:2013 8.2.3, 8.3.1, 8.3.2,
11.2.7

Protection processes are continuously improved

ISO/IEC 27001:2013, Clauses 9 and 10

Communication of effectiveness of protection technologies is
shared with appropriate parties

ISO/IEC 27001:2013, 7.4
ISO/IEC 27002:2013, 16.1.6

© ISO/IEC 2021 - All rights reserved
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Table A.14 (continued)

Description of subcategory

Standards mapping

Response and recovery plans are in place, managed and tested

ISO/IEC 27002:2013,16.1.1,17.1.1,17.1.2
ISO/IEC 27031

ISO/IEC 27035-1
ISO/IEC 27035-2
ISO/IEC 27019:2017 14.1.1

Vulnerability management

ISO/IEC 27002:2013,12.6.1, 18.2.2

Fable A15-describes the activities under the maintenance category, along with standards that can
support the understanding and implementation of these activities.

Table A.15 — Protect concept: maintenance category, subcategories, and references

Description of subcategory

Standards mapping

Organizational assets are maintained and repaired following
approved processes and tools

ISO/IEC 27002:2013,11.1.2, 11.2.4

Remote maintenance is performed following approved processes
and protected from unauthorized accesses.

ISO/IEC 27002:2013,11.2.4,15.1.1, 15.2.1

Table-A-1l6-describes the activities under the protective technology category, along with standards that
can support the understanding and implementation of these activities.

Table A.16 — Protect concept: protection technologies category, subcategories, and references

Description of subcategory

Standards mapping

Audit/log records are determined, documented, implemented, and
reviewed in accordance with policy

ISO/IEC 27002:2013,12.4.1,12.4.2,12.4.3,
12.44,12.7.1

ISO/IEC 27019:2017,10.10.1

Removable media follows appropriate policy

ISO/IEC 27002:2013,8.2.2,8.3.1,8.3.3
ISO/IEC 27040

Principle of least functionality is applied to access to systems
and assets

ISO/IEC 27002:2013,9.1.2

Communications and control networks are protected

ISO/IEC 27002:2013,13.1.1,13.2.1
ISO/IEC 27033-2
ISO/IEC 27019:2017,10.6.3

Fable-A-+7-describes the activities under the anomalies and events category, along with standards that
can support the understanding and implementation of these activities.

Table A.17 — Detect concept: anomalies and events category, subcategories, and references

Description of subcategory

Standards mapping

Baseline of network operations and data flows is established

ISO/IEC 27033 (all parts)

Detected events are analysed to understand attack targets and
methods

ISO/IEC 27002:2013,16.1.1, 16.1.4
ISO/IEC 27035 (all parts)

Event data is aggregated and correlated from multiple sources
and sensors

ISO/IEC 27035 (all parts)

Determination of impact of event

ISO/IEC 27035 (all parts)

Alert thresholds are established

ISO/IEC 27035 (all parts)

12
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Fable-A-18-describes the activities under the security continuous monitoring category, along with
standards that can support the understanding and implementation of these activities.

Table A.18 — Detect concept: security continuous monitoring category, subcategories, and

references

Description of subcategory

Standards mapping

Monitoring network, physical environment, personnel, and service
provider for potential events

[SO/IEC 27002:2013,12.4.1, 14.2.7,15.2.1

Malicious code is detected

ISO/IEC 27002:2013,12.2.1
ISO/IEC 27019:2017,10.4.1

Unauthorized mobile code is detected

ISO/IEC 27002:2013,12.5.1

Monitoring for unauthorized personnel, connections, devices, and
software is performed

[SO/IEC 27002:2013,12.4.1,14.2.7,15.2.1

External service provider activity is monitored to detect potential
cybersecurity events

1SO/IEC 27036 (all parts)

Vulnerability scans are performed

ISO/IEC 27002:2013, 14.2.9

Fable-A-19-describes the activities under the detection processes category, along with standards that
can support the understanding and implementation of these activities.

Table A.19 — Detect concept: detection processes category, subcategories, and references

Description of subcategory

Standards mapping

Roles and responsibilities for detection are well defined to ensure
accountabilit

[SO/IEC 27002:2013, 6.1.1
ISO/IEC 27019:2017,8.1.1

Detection activities comply with all applicable requirements

ISO/IEC 27002:2013, 18.1.4

Detection processes are tested

ISO/IEC 27002:2013, 14.2.8

Event detection information is communicated to appropriate
parties

ISO/IEC 27002:2013, 16.1.2
ISO/IEC 27035 (all parts)

Detection processes are continuously improved

ISO/IEC 27002:2013, 16.1.6
ISO/IEC 27035 (all parts)

Table-A-20-describes the activities under the response planning category, along with standards that can
support the understanding and implementation of these activities.

Table A.20 — Respond concept: response planning category, subcategories, and references

Description of subcategory

Standards mapping

Response plan is executed during or after an event

ISO/IEC 27002:2013, 16.1.5
ISO/IEC 27035 (all parts)

Table-A21-describes the activities under the communications category, along with standards that can
support the understanding and implementation of these activities.

Table A.21 — Respond concept: communications category, subcategories, and references

Description of subcategory

Standards mapping

Personnel know their roles and order of operations when a re-
sponse is needed

1SO/IEC 27001:2013, 7.4
ISO/IEC 27002:2013, 6.1.1, 16.1.1
[SO/IEC 27035 (all parts)
1SO/IEC 27019:2017, 6.1.6, 8.1.1

© ISO/IEC 2021 - All rights reserved
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Table A.21 (continued)

Description of subcategory Standards mapping
Events are reported consistent with established criteria ISO/IEC 27001:2013, 7.4
ISO/IEC 27002:2013,6.1.3, 16.1.2

ISO/IEC 27035 (all parts)
Information is shared consistent with response plans ISO/IEC 27001:2013, 7.4

ISO/IEC 27002:2013,16.1.2

ISO/IEC 27035 (all parts)
Coordination with stakeholders occurs consistent with ISO/IEC 27001:2013, 7.4

response plans 1SO/IEC 27002:2013, 6.1.4, 16.1.5
1SO/IEC 27033-2
ISO/IEC 27035 (all parts)

ISO/IEC 27019:2017, 6.1.7

Voluntary information sharing occurs with external stakeholders |ISO/IEC 27001:2013, 7.4
to achieve broader cybersecurity situation awareness

Fable-A-22-describes the activities under the analysis category, along with standards that can support
the understanding and implementation of these activities.

Table A.22 — Respond concept: analysis category, subcategories, and references

Description of subcategory Standards mapping

ISO/IEC 27002:2013,12.4.1,12.4.3, 16.1.5
ISO/IEC 27039

Notifications from detection systems are investigated

The impact of the incident is understood ISO/IEC 27002:2013,16.1.6
ISO/IEC 27035-2

Forensics are performed ISO/IEC 27002:2013, 16.1.7

Incidents are categorized consistent with response plans ISO/IEC 27002:2013, 16.1.4

Table-A23-describes the activities under the mitigation category, along with standards that can support
the understanding and implementation of these activities.

Table A.23 — Respond concept: mitigation category, subcategories, and references

Description of subcategory Standards mapping
Incidents are contained and mitigated ISO/IEC 27002:2013,12.2.1, 16.1.5
ISO/IEC 27035-1

ISO/IEC 27035-2

Newly identified vulnerabilities are mitigated or documented as |ISO/IEC 27002:2013, 12.6.1
accepted

Fable-A-24-describes the activities under the improvements category, along with standards that can
support the understanding and implementation of these activities.
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Table A.24 — Respond concept: improvements category, subcategories, and references

Description of subcategory Standards mapping
ISO/IEC 27001:2013, Clause 10

ISO/IEC 27002:2013, 16.1.5, 16.1.6
Response strategies are updated ISO/IEC 27001:2013, Clause 10

ISO/IEC 27002:2013, 16.1.6

Response plans incorporate lessons learned

Fable-A25-describes the activities under the recovery planning category, along with standards that can
support the understanding and implementation of these activities.

Table A.25 — Recover concept: recovery planning category, subcategories, and references

Description of subcategory Standards mapping
Recovery plan is executed during or after an event ISO/IEC 27002:2013, 16.1.5

ISO/IEC 27031

Table-A-26-describes the activities under the improvements category, along with standards that can
support the understanding and implementation of these activities.

Table A.26 — Recover concept: improvements category, subcategories, and references

Description of subcategory Standards mapping
ISO/IEC 27001:2013, Clause 10

ISO/IEC 27031
Recovery strategies are updated [SO/IEC 27001:2013, Clause 10

[SO/IEC 27031

Recovery plans incorporate lessons learned

Table-A27-describes the activities under the communications category, along with standards that can
support the understanding and implementation of these activities.

Table A.27 — Recover concept: communications category, subcategories, and references

Description of subcategory Standards mapping
Public relations are managed ISO/IEC 27001:2013, 7.4

ISO/IEC 27019:2017, 14.2.1
Reputation after an event is repaired ISO/IEC 27001:2013, 7.4
Recovery activities are communicated to internal stakeholders and [ISO/IEC 27001:2013, 7.4
executive and management teams

A.4 Example 3
Identify
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ICategury

Table A.28 — Considerations of Identify

Example of activities

|E}:ample of input

Example of output

Business environment

Understand the business
environment and its
ecosystem of internal and
external stakeholders.

Research and interviews
on relevant information
sources and persons of
reference

Document or a chapter presenting
the identified stakeholders and
their requirements relevant to
cybersecurity

Context

Asset management

[dentify industry sectors,
activities, functions, pro-
cesses, cyber representa-
tion (cyber persona)

and their stakeholders
internal or external to the

organization where cyber-
security is of importance.

Identify assets or their
categories of resources
that support the previ-
ously identified sectors

of essential services,
functions, information
and cyber representation
(cyber persona). Adjust the
level of the categories
according to the size of the
scope for which the
framework is intended.

Inventory the scopes of
resources that are ex-
posed to threats and that
are eligible for cybersecu-
rity protection.

Research on relevant
information sources

Knowledge base of sup-
porting assets.

Context establishment
document.

Relevant reference{s):
Threat knowledge base

such as., MITRE CAPEC,
EBIOS

Identification of threats

Document or chapter inventory-
ing the primary sectors of essen-
tial services, activities, functions,
processes, cyber representation
(cyber persona) and their stake-
holders internal or external to the

organization in scope at the
desired level of granularity

Inventory of assets or their cate-
gories in the scope of the cyberse-
curity framework.

The level of granularity should be
adequate with respect to the size of
the scope.

Cross-check of assets potentially
exposed to the identified threats

Risk assessment

Risk identification: Identi-
fy categories of risk sourc-
es from the ecosystem

Use knowledge bases,
identify the threat oper-

ating modes potentially
affecting these resources.

[dentify risk sources

and their adverse effects
on sectors of essential
services, activities, func-
tions, information, pro-
cesses, cyber representa-
tions (cyber persona)

and their stakeholders
internal or external to the
organization.

Threat observations,
Incident sharing obser-
vations from security
agencies or consulting
companies

Document listing the risk sources
relevant to the context

16
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charge of cybersecurity
regulation and the related
laws and regulations, se-
curity agencies in charge
of observing threats,
organizing the national
cybersecurity ecosystem,
identifying the indus-

try sectors of essential
services, the incident
notification.

Table A.28 (continued)
Category Example of activities Example of input Example of output
Governance Identify authorities in Available documentation [Document stating the constraints

about regulatory organ-
ization in the concerned
geographical footprint of
the scope

affecting the organization and the
applicable legislative and regula-
tory references

Risk management
strategy

Identify the chain of
command related to risk
treatment decision mak-
ing, risk mitigation plans,
budget allocation, crisis
management, continuous
improvement, business
continuity.

Available documentation
in the organization

Document stating the organi-
zation of risk management and the
decision-making process for
resource allocation in risk mitiga-
tion measures and risk monitoring

Supply chain

Identify critical assets
and suppliers that provide
products or services for
those assets, relevant
roles and responsibilities,
processes, and artifacts.

Policies, plans, and
procedures that identify
and manage cyber risks
associated with supply
chain

Contractual security require-
ments; supplier monitoring
regime; additional roles and
responsibilities; communication
channels and mechanisms be-
tween acquirer and supplier

For a wider overview of relevant International Standards contributing to the Identify concept,
please refer to ISO/IEC TR 27103:2018. This example cybersecurity framework differs slightly from
ISO/IEC TR 27103:2018 in its presentation. However, the content remains the same. This example

demonstrates the flexibility and compatibility principles of this document.

Protect

© ISO/IEC 2021 - All rights reserved
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Table A.29 — Considerations of Protect

tategnry Example of activities Example of input Example of output
Prevention Establish applicable cyber- [Existing cybersecurity baseline  Selection of the relevant
security baseline character- characteristics that include ro- cyber security baseline
istics for the assets in scope. bustness of architecture, robust- characteristics to protect
R _ ness of systems configuration, assets from the physical,
or example: : e .
systems segregation, traffic filter- logical, and cyber perspec-
IT security architecture ing, cryptography, IT security tives
(systems configuration, administration and maintenance, ¢, of security baselines
system segregation, traffic [Identity and Access management, o th . f
filtering, cryptography) security of industrial control covering the protection o
& CLYPrOSTapiy 4 . technology, the awareness,
IT security administration |SYStems, data security training and skills of staff,
(administration accounts, the preventative security
administration information processes and procedures
systems)
Identity and access
management including au-
thentication, access rights,
access control
IT security maintenance
Physical and environmental
security
Awareness and training
Data security
Information protection
processes and procedures
Maintenance
Protective technology
Assessment Establishment of princi- Example of security assessment  Principles in the cyberse-
ples to elaborate security  methods curity framework elabo-
assessment methods and rating security assessment
execute assessment methods and executing
The independence of the assessment
experts that elaborates se- Principles in the cyberse-
curity assessment methods curity framework estab-
on products and services lishing independence of the
should be preserved from players in charge of elabo-
any vendor influence. rating assessment methods
Adequate skills and and executing assessment.
: Such independence should
independence should be ) :
. , be effective against the
ensured to be in capacity to
manufacturers or vendors of
perform an assessment. :
e the product and services
Certifications schemes heine assessed
should be considered, ac- 5 '
credited schemes.
18 ISO/IEC 2021 - All rights reserved
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Table A.29 (continued)
Category Example of activities |Exﬂmple of input Example of output
Lifecycle security Milestones should be Existing lifecycle methodologies Products and services

compliant with the security
specifications

considered to integrate
security in the lifecycle of
products and services. Two
complementary approaches
should be specified in the
cybersecurity framework:
on one hand security speci-
fications at the entry of the
lifecycle should comple-
ment functional specifica-
tions. The quality manage-
ment of the lifecycle should
deliver a product compliant
with the security specifica-
tion. On the other hand, se-
curity expertise should be
involved with checking the
design and implementation
robustness of the product
that make it resistant to
attack methods.

Security in agile lifecycle frame-
works

[T and network operations
should be considered eligi-
ble to lifecycle processes.

For a wider overview of relevant International Standards contributing to the Protect concept,

please refer to ISO/IEC TR 27103:2018. This example cybersecurity framework differs slightly from
[SO/IEC TR 27103:2018 in its presentation. However, the content remains the same. This example
demonstrates the flexibility and repeatability principles of this document.

Detect
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Table A.30 — Considerations of Detect

ICategury Example of activities |E}:ample of input anmple of output
Anomalies and events Threat detection tactic definition |Risk monitoring hreat detection specifi-
based on available technologies  needs ation relying on selected

echnologies and observa-
ion sources

Security monitoring capa- Define a framework of require- List of systems to \functiunal security opera-
bilities ments for organizational and be monitored on ion centre
technical capabilities to enable a regular basis

an effective continuous security o validate the
monitoring and a regular review of leffectiveness of se-
its adequacy to the evolution of urity measures in
attacks. lace and to detect
otential exposure
o attacks and

o adjust to their
volution in the
ong run

Detection activity The cybersecurity framework
should address the organization
and management of skills, code of
ethics, trainings, detection pro-
cedures, quality of service of the
detection activity, reversibility in
case of outsourcing the detection
activity, service agreements, that
enable timely awareness and com-
munication of events.

Information protection The cybersecurity framework
should state that information
handled in the detection activity
should be kept under adequate
confidentiality, in compliance with
requirements of the territoriality,
partitioning the detection’s infor-
mation system, its interconnec-
tion with the architecture being
security-monitored.

For a wider overview of relevant International Standards contributing to the Detect concept, please
refer to ISO/IEC TR 27103:2018. This example cybersecurity framework differs slightly from
ISO/IEC TR 27103:2018 in its presentation. However, the content remains the same. This example
demonstrates the flexibility and compatibility principles of this document.

Respond
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Table A.31 — Considerations of Respond

Category

Example of activities

Example of input

Example of output

Response plans

Identify the convention of the
incident response that will pro-
vide the conditions of the desired
behaviour of the response team in
its interaction with the ecosys- tem
of business owners: analysis,
mitigation, improvements.

Typologies of response service:
look up for indicators of compro-
mise, digital investigations on
narrow scope, digital investiga-
tions on a broad scope

Scope of response
convention

Organization of the response team

Needs for response

Response capability plan,

communication to the affected
business owners and stakeholders
of the organization.

incident response
and associated
document format

Setup of response operational capabilities resources allocation
means
Setup of response IT and logis-
tics means

Response execution Review the understanding of the Operational Response execution
security incident and the envi- execution of the debrief and learnings.
ronment. response Assessment of stealth
Review the defence position techniques f{.)r incident
: ‘ . response facing malevo-
including the incident response lent oriein
approach, the level of stealth of the 5
response presented to the at-
tacker’s perspective, the resourc-
es to engage, the planning of the
activities.,

Reporting Elaborate the analysis reportand Typologies of Incident reports to stake-

holders

Communication with com-
petent authorities

Establish a communication mech-

anism with appropriate national
competent authority concerning
incidents, vulnerabilities, threats
and relevant mappings (up-to-
date inventory of critical infor-
mation systems (CIS), intercon-
nections of CIS with third-party
networks, etc.). [t implements

a procedure for handling the
information received and, where
appropriate, for taking the secu-
rity measures required to protect
its CIS. The organization provides
its national competent authority
with up-to-date contact details
(department name, telephone
number, and e-mail address)

for this service. The operator is
encouraged to connect its incident
management with relevant com-
puter security incident response

teams (CSIRTSs).

Identification of
authorities and
concerned stake-
holders

Notification reports and
communication modalities
- Point of contact - com-
munication procedures.

For a wider overview of relevant International Standards contributing to the Respond concept,
please refer to ISO/IEC TR 27103:2018. This example cybersecurity framework differs slightly from

© ISO/IEC 2021 - All rights reserved
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ISO/IEC TR 27103:2018 in its presentation. However, most of the content remains the same. This
example demonstrates the flexibility and compatibility principles of this document.

Recover
Table A.32 — Considerations of Recover
tategur}r Example of activities Example of input [Example of output
Recovery planning In line with the business conti- Business continui- [Disaster recovery plans
nuity plans of the organization, ty objectives contributing to the read-
establish disaster recovery plans iness critical of informa-
meeting the maximum time of out- tion systems for business
age and recovery point objectives. continuity
Recovery training Training programs and operation- Training needs Recovery training effec-
al targets should be part of the integrated in the  tiveness measurement and
cybersecurity framework recovery cybersecurity observations
chapter, as well as measurement of [framework
recovery operational performance.
Recovery execution The readiness of critical informa- |Recovery proce-  Recovery execution report
tion systems should be achieved  |dures for ICT
Fmd the operation of the disaster
recovery plans should be defined
with performance measurement,
raceability of actions, and thor-
ough debriefing to highlight the
learnings and the improvements.

For a wider overview of relevant International Standards contributing to the Detect concept, please

refer to ISO/IEC TR 27103:2018. This example cybersecurity framework differs slightly from
[SO/IEC TR 27103:2018 in its presentation. However, most of the content remains the same. This
example demonstrates the flexibility and compatibility principles of this document.
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Annex B
(informative)

Considerations in the integration of a cybersecurity framework

The considerations proposed in this annex aim to further guide cybersecurity framework creators
in ensuring its integration into practice. This integration is influenced by the identified business
environment and context, and more generally, by the targeted domain ecosystem.

Table B.1 — Considerations on the integration of a cybersecurity framework

Integration concerns Example of activities Example of input Example of output

Reference architectures  [Specify how the cyberse- [nterview with domain Document or chapter spec-
curity framework activi-  architecture experts ifying the correspondence
ties fit with the reference R : between the cybersecurity

: . eference architecture
architecture used in the d framework and the ecosys-
business environment and ocuments tem reference architecture
its ecosystem of internal
and external stakeholders.

Roles and stakeholders Specify the mapping be-  [nterview with domain Document or chapter spec-
tween roles and stakehold- experts ifying the correspondence
ers in the domain ecosys-  :+ of domain use cases  petween the cybersecurity
tem and the cybersecurity framework and the roles

stakeholders g :
omain ecosystem
Security and privacy Specify the relationship Interview with domain se- Document or chapter spec-
practices with the security and curity and privacy experts ifying the correspondence

describing roles and

framework activities. and stakeholders in the

between the cybersecurity
framework and security

privacy practices in the

. Reference security and
domain ecosystem.

rivac . : )
privacy and privacy practices in
the domain ecosystem
System lifecycle processes [Identify how the system  [nterview with system Document or chapter spec-
lifecycle processes inte- lifecycle experts ifying the correspondence

grate the cybersecurity
framework.

between the cybersecurity
framework and the system
lifecycle processes of the
domain ecosystem

Reference system lifecycle
document

For instance, the creation of a cybersecurity framework for smart cities which plans to deploy the
internet of things (IoT) and big data applications under their authority can include the following
analysis activities:

on reference architectures, consider the integration with standards such as ISO/IEC 30141,
ISO/IEC 20547-3 or ISO/IEC 30145;

on roles and stakeholders, consider the mapping to IoT and big data roles such as loT service
providers, loT service developers, big data application providers or big data consumers;

on security and privacy practice, consider the integration with standards such as ISO/IEC 20547-4
or ISO/IEC TS 27570; and

on system life cycle processes, consider the impact of cybersecurity related activities (e.g. risk,
incident, competence) to the smart cities existing management processes.
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