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Introduction

This introduction 1s not part of IEEE Std 379™-2014, IEEE Standard for Application of the Single-Failure Criterion to
Nuclear Power Generating Station Safety Systems.

The requirement for nuclear power generating station safety systems to meet a single-failure criterion is
found in many documents, including IEEE Standards, American Nuclear Society (ANS) standards, and
federal regulations. It i1s the intention of this document to

Conform specifically with the requirements of IEEE Std 603™-2009"
Interpret the single-failure criterion as stated in IEEE Std 603-2009

Provide guidance in the application of the single-failure criterion as stated in IEEE Std 603-2009

It 1s recognized that the single-failure criterion 1s applicable to the aggregate of electrical and mechanical
systems. However, the criterion statement, as found in this document, has been developed for electrical
systems. Where the interface with mechanical systems is unavoidable (e.g., sensing lines), the mechanical
portions are considered to be part of the electrical system with which they interface. It should be noted that
the systems include the actuation and protection systems, as well as the sense, command, and execute
features of the power system (in accordance with IEEE Std 741™-2007, IEEE Standard Criteria for the
Protection of Class 1E Power Systems and Equipment in Nuclear Power Generating Stations.

The purpose of this revision to the standard is to

Update the references cited in the text The standard working group has reviewed and identified that
“indispensable™ references are indeed in Clause 2, as the latest [EEE style manual (2014) directs.
The remaining references have been included in the Bibliography (Annex A). This was included as
part of the updating process for the standard.

Verify that the terms not identified in the definitions of this standard (3.1) are identified in the

IEEE-SA Standards Definition Database. The activity provides consistency with the latest direction
in the IEEE Style Manual (2014).

Update the standard as a result of changes in other standards resulting from other national and
international standards development.

Address any comments obtained from the wuser community since the issuance of
[EEE Std 379-2000.

The design basis events subclause (5.4) was revised to clarify design basis events and the
involvement of single failures. It does not change the definition and it clarifies that the analysis,
previously mentioned, “*shall” be done.

The common-cause failures (CCFs) subclause (5.5) was revised to clarify the description of CCFs.
Additional clarifying information added to to clearly state that “Common-cause failures and their
failure mechanisms are not normally considered in a single-failure analysis ....”

Subclause 6.1 was revised to include some of the material on probabilistic assessment from 6.3.2. It
was also revised to further describe the systematic analysis that shall be performed to identify
single failures and enhance the criteria to be used for the analysis.

* Information on references can be found in Clause 2.

viil
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—  Subclause 6.3.2 was removed. Key content 1s now included in 6.1.

—  To try to further promote the understanding of the concept of nondetectable failures and how they
are 1dentified differently than detectable failures, Annex B, Examples of Nondetectable Failures,
was added. This Annex provides five examples of nondetectable failures in a wide range of
applications and technologies used.

Several areas addressed by but not completely developed within this standard continue to evolve and may
or may not have applicability to ongoing revisions to this standard:

—  Relationships with other guides and standards: Other guides and standards should be incorporated
in any good design to produce an acceptable and reliable system. The relationship of the single-
failure criterion to these other guides and standards, documentation requirements, reliability and
probability studies, testing, and operation is not within the scope of this standard.

—  Shared svstems: This revision of the standard describes the manner in which the single-failure
criterion should be applied to shared systems. The intent 1s to neither endorse nor forbid the use of
shared systems but rather to provide minimum requirements to assure that shared systems are
analyzed as rigorously for the effects of component failures as they would be if sharing were not
used.

—  Single operator error: Operator actions should be considered, but are beyond the scope of this
standard.

—  Common-cause failures: The scope and purpose of this standard are focused on the application of
single-failure criterion including the methods for the associated analysis and providing guidance for
identification of these failure types. Common-cause failures and their mechanisms are not part of
the scope and purpose of this standard. However, this revision illustrates, by the addition of a
figure, the activity to screen CCFs from single failures.

In the future, separate development activities and standards on the subject of common-cause failure should
propagate the level of importance of this subject, particularly as it continues to be a major concern in newer
technologies. More specifically, comprehensive guidance, standards, and requirements should become
more available on CCFs. One example of a standard that includes CCFs i1s IEEE Std 7-4.3.2™-2010, which
addresses the analysis, the design techniques for prevention and the CCFs associated with systems that
include computer hardware, software, firmware and interfaces. This will alleviate the inordinate amount of
attention this standard receives on this subject if not just for discerning CCFs from single failure. Hopefully
then, the future revision of this standard can point to documents that identify the requirements for all
preventive measures of CCFs and the factors that they address. This standard then should not and will not
be used to discern, analyze or identify CCFs or how to prevent CCFs from occurring.

1X
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IEEE Standard for Application

of the Single-Failure Criterio

n to Nuclear Power Generating Station
Safety Systems

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
hitp://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard covers the application of the single-failure criterion to the electrical power, instrumentation,
and control portions of nuclear power generating station safety systems.

1.2 Purpose

The purpose of this standard 1s to interpret and provide guidance in the application of the single-failure
criterion, discuss failures, and present an acceptable method of single-failure analysis. It 1s not the function
of this standard to identify where the single-failure criterion is to be applied or to force complhance on any
system; however, in those cases where the single-failure criterion has been invoked, this standard
establishes the requirements for its application.

1
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IEEE Std 379-2014
IEEE Standard for Application of the Single-Failure Criterion to Nuclear Power Generating Station Safety Systems

This standard shall be used to establish conformance with the requirements of IEEE Std 603™' and the
single-failure criterion as stated in that standard.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document 1s cited in text and 1ts relationship to this document 1s
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 7-4.3.2™_ [EEE Standard Criteria for Digital Computers in Safety Systems of Nuclear Power
Generating Stations. &)

IEEE Std 308™, IEEE Standard Criteria for Class 1E Power Systems for Nuclear Power Generating
Stations.

IEEE Std 352™, [EEE Guide for General Principles of Reliability Analysis of Nuclear Power Generating
Station Safety Systems.

IEEE Std 384™_ [EEE Standard Criteria for Independence of Class 1E Equipment and Circuits.

IEEE Std 577™, [EEE Standard Requirements for Reliability Analysis in the Design and Operation of
Safety Systems for Nuclear Power Generating Stations.

IEEE Std 603™, [EEE Standard Criteria for Safety Systems for Nuclear Power Generating Stations.

IEEE Std 741™, [EEE Standard Criteria for the Protection of Class 1E Power Systems and Equipment in
Nuclear Power Generating Stations.

3. Definitions, acronyms, abbreviations, and terms

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause. *

actuated equipment: The assembly of prime movers and driven equipment used to accomplish a
protective action.

NOTE—Examples of prime movers are turbines, motors, and solenoids. Examples of driven equipment are control
rods, pumps, and valves.’

1 ) o
Information on references can be found in Clause 2.
B

~ IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331,
Piscataway, NJ 08855-1331, USA (http://standards.ieee.org/).
3 : : . : : : .

The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.

YIEEE Standards Dictionary Online subscription is available at:
http://www . 1eee.org/portal/innovate/products/standard/standards  dictionary.html.
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actuation device: A component or assembly of components that directly controls the motive power
(electricity, compressed air, hydraulic fluid, etc.) for actuated equipment.

NOTE—Examples of actuation devices are circuit breakers, relays, and pilot valves.

auxiliary supporting features: Systems or components that provide services (such as cooling, lubrication,
and energy supply) required for the safety systems to accomplish their safety functions.

channel: An arrangement of components and modules as required to generate a single protective action
signal when required by a generating station condition. A channel loses its identity where single protective
action signals are combined.

common-cause failure (CCF): Loss of function to multiple structures, systems, or components due to a
shared root cause.

design basis events: Postulated events used in the design to establish the acceptable performance
requirements for the structures, systems, and components.

detectable failures: Failures that can be identified through periodic testing or that can be revealed by alarm
or anomalous indication. Component failures that are detected at the channel, division, or system level are
detectable failures.

NOTE—Identifiable, but nondetectable failures are failures identified by analysis that cannot be detected through
periodic testing or revealed by alarm or anomalous indication.

execute features: The electrical and mechanical equipment and interconnections that perform a function,
associated directly or indirectly with a safety function upon receipt of a signal from the sense and command
features. The scope of the execute features extends from the sense and command features output to, and
including, the actuated equipment-to-process coupling.

NOTE—In some instances, protective actions may be performed by execute features that respond directly to the
process conditions (e.g., check valves and self-actuating relief valves).

failure: The termination of the ability of an item to perform its required function,
periodic test: A test performed at scheduled intervals to detect failures and verity operability.

protection system: The part of the sense and command features involved in generating those signals used
primarily for the reactor trip system and engineered safely features.

protective action: The initiation of a signal within the sense and command features, or the operation of
equipment within the execute features, for the purpose of accomplishing a safety function.

redundant equipment or system: A piece of equipment or a system that duplicates the essential function
of another piece of equipment or system to the extent that either may perform the required function,
regardless of the state of operation or failure of the other.

NOTE—Duplication of essential functions can be accomplished by the use of identical equipment, equipment diversity,
or functional diversity.

* Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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safety function: One of the processes or conditions (e.g., emergency negative reactivity insertion, post-
accident heat removal, emergency core cooling, post-accident radioactivity removal, and containment
isolation) that 1s essential in maintaining plant parameters within acceptable limits established for a design
basis event.

NOTE—A safety function 1s achieved by the completion of all required protective actions by the reactor trip system or

the engineered safety features, or both, concurrent with the completion of all required protective actions by the
auxiliary supporting features.

safety group: A given minimal set of interconnected components, modules, and equipment that can
accomplish a safety function.

safety system: A system that is relied upon to remain functional during and following design basis events
to assure one of the following:

—  The integrity of the reactor coolant pressure boundary
—  The capability to shut down the reactor and maintain it in a safe shutdown condition

—  The capability to prevent or mitigate the consequences of accidents that could result in potential
offsite exposures comparable to regulatory guidelines [B2]°

NOTE 1—The classification of safety electrical equipment is Class 1E as defined in IEEE 5td 603,

NOTE 2—This definition of safety syvstem agrees with the definition of safety-related system used by the Code of
Federal Regulations in Title 10, part 50.2 [B1].

sense and command features: The electrical and mechanical components and interconnections involved
in generating those signals associated directly or indirectly with the safety functions. The scope of the sense
and command features extends from the measured process variables to the execute features input terminals.

shared systems: Structures, systems, and components that can perform functions for more than one unit in
multiunit stations.

NOTE—This definition includes the following:

—  Systems that are simultaneously shared by both units

—  Time sequential sharing or systems that would be shared by two umts at different times according to the
sequence of events

—  Systems that would only be used by one unit at any given time but that could be disconnected from that unit
and placed in the other unit on demand

system logic: That equipment that monitors the output of two or more channels and supplies output signals
in accordance with a prescribed combination rule (e.g., two of three, three of four).

3.2 Word usage

In this document, the word shall 1s used to indicate a mandatory requirement. The word should 1s used to
indicate a recommendation. The word may 1s used to indicate a permissible action. The word can 1s used
for statements of possibility and capability.

® The numbers in brackets correspond to those of the bibliography in Annex A.
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4. Statement of the single-failure criterion

The safety systems shall perform all required safety functions for a design basis event in the presence of the
following:

— Any single detectable failure within the safety systems concurrent with all identifiable but non-
detectable failures

— Al failures caused by the single failure

—  All failures and spurious system actions that cause or are caused by the design basis event requiring
the safety function

The single failure could occur prior to, or at any time during, the design basis event for which the safety
system 1s required to function.

9. Requirements

5.1 Independence and redundancy

The principle of independence 1s basic to the effective utilization of the single-failure criterion. The design
of a safety system shall be such that no single failure of a component will interfere with the proper
operation of an independent redundant component or system.

5.2 Nondetectable failure

The detectability of failures 1s implicit in the application of the single-failure criterion. Detectability 1s a
function of the system design and the specified tests. A failure that cannot be detected through periodic
testing or revealed by an alarm or anomalous indication i1s nondetectable. An objective in an analysis of
safety systems is to i1dentify nondetectable failures. Nondetectable failures should be identified by
performing an evaluation of the safety system design that includes postulated component level failures and
evaluating the effects of these failures including the ability to detect them. Some designs include redundant
components to mitigate the effects of a failure, to improve system availability, or to support maintenance
without impacting system availability. When evaluating the effects of a failure in such a configuration, care
shall be taken to identify components whose failure will not be revealed by periodic test, alarm or
anomalous indication.

When nondetectable failures are identified, one of the following courses of action shall be taken:

—  Preferred course: The system or the test scheme shall be redesigned to make the failure detectable

—  Alternative course: When analyzing the effect of each single failure, all identified nondetectable
failures shall be assumed to have occurred.

5.3 Cascaded failures

Whenever the design 1s such that additional failures could be expected from the occurrence of a single
failure, these cascaded failures shall be included in the single-failure analysis.
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5.4 Design basis events

A design basis event that results in the need for safety functions may cause consequential failures of system
components, modules, or channels. In order to provide protection from these failures, the safety equipment
is designed, qualified and installed to provide protection from such anticipated challenges. An analysis
shall be performed to determine the consequences of safety system failures resulting from design basis
events. For a system to meet the single-failure criterion, it shall be shown that the required safety function
can be performed in the presence of these event-caused failures, all identifiable nondetectable failures, and
any other single failure.

5.5 Common-cause failures

The requirement for a safety system to function in the presence of common-cause failures (CCFs) is
beyond the scope of the application of single-failure criterion and, therefore, this standard. However, it is
important to screen out the potential CCFs when performing a single-failure analysis. As part of evaluating
the overall reliability of safety systems, IEEE Std 352 extends the qualitative analysis beyond that which is
done for failure modes and effects analysis (FMEA), or fault tree analysis, by considering CCFs. Therefore,
an extended qualitative analysis described in IEEE Std 352 should be used to identify and screen out
common-cause failure mechanisms not normally considered in an analysis of independent component
failures.

Common-cause failures not subject to single-failure analysis include causative factors from external
environmental effects (e.g., voltage, frequency, radiation, temperature, humidity, pressure, vibration, and
electromagnetic interference). Also, equipment qualification and quality assurance programs are intended
to afford protection from external environmental effects, design deficiencies, and manufacturing errors.
Personnel training; proper control room design; and operating, maintenance, and surveillance procedures
are intended to afford protection from maintenance and operator errors. Finally, for digital safety systems,
vulnerabilities to CCFs are assessed via the diversity and defense-in-depth associated with the safety
system. IEEE Std 352 includes these causative factors contributing to CCFs and the possible preventative
measures used to screen out these potential CCFs. The screening process is shown in Figure 1. Other
failures may be identified that do not have preventative measures. These failures should be treated as single
failures and should be included in the single-failure analysis

Digital safety system vulnerabilities to CCFs are assessed via the diversity and defense-in-depth associated
with the safety system. Guidance on using diversity and defense-in-depth to address CCFs in digital
computers is provided in IEEE Std 7-4.3.2.
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Figure 1—Flowchart for screening CCFs from single failures
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5.6 Shared systems

The single-failure criterion 1s applied to units with shared systems as follows:

a)

b)

The safety systems of all units shall be capable of performing their required safety functions with a
single failure assumed within the shared systems or within the auxiliary supporting features or
other systems with which the shared systems interface.’

The safety systems of each unit shall be capable of performing their required safety functions, with
a single failure initiated concurrently in each unit within the systems that are not shared.

Provisions shall be included in the design to help ensure that single failures within one unit will not
adversely affect (propagate to) the other unit, thereby preventing the shared systems from performing the
required safety functions.

The failures in a) and b) need not be considered simultaneously in the performance of the single-failure
analysis, 1.e., the single-failure analysis 1s conducted for the plant to demonstrate that a) 1s met. The single-
failure analysis is repeated to demonstrate that b) 1s met.

6. Design analysis for single failure

6.1 General

A systematic analysis of the design shall be performed to determine whether any violations of the single-
failure criterion exist. This clause provides guidance for performing a single-failure analysis. Although the
method suggested i1s not the only way of analyzing a system, it does illustrate an acceptable approach.
Other procedures for the performance of the single-failure analysis are described in IEEE Std 352.

6.2 Procedure

For each design basis event, the following steps shall apply:

a)

b)

d)

The safety function for which the analysis is to be performed (e.g., reduce power, isolate
containment, or cool the core) shall be determined.

The protective actions at the system level (e.g., rapid insertion of control rods, closing of
containment isolation valves, safety injection, or core spray) that are available to accomplish the
safety function shall be determined.

The safety groups that will sufficiently satisty the required safety function shall be determined. For
example, either two core spray systems, or one core spray and two low-pressure coolant injection
subsystems to cool the core.

A systematic analysis shall be performed to identify the single failures to be applied in single
failure analysis to determine their effect on the protective actions. The possible effects on
protective actions by data communications in digital systems 1s discussed in the Single-Failure

For example, the same safety system in each unit of a two-unit station shares the same emergency power supply. The shared supply.
however, 15 not rated to supply both systems at the same time. The safety system in each unit is designed with an interlock to prevent
certain loads in both units from operating at the same time. The interlock prevents a single failure in one unit from impacting
performance of the safety functions in the other unit.

&
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Criterion Section of IEEE Std 7-4.3.2. Examples of failures include short circuits®, open circuits,
grounds, low ac or dc voltage, loss of ac or dec, and those that would be caused or are the
consequences of the application of the maximum credible ac or dc potential.

¢) The independence of the safety groups that were established in ¢) shall be verified. This
independence shall be verified by observing that there are sufficient safety groups that have no
shared equipment or points of vulnerability (e.g., relays, switchgear, busses, power sources, less
than acceptable separation, location, and arrangement). Once independence is established,
redundant capability exists to perform the safety function. It follows then that, for the purpose of
satisfying the single-failure criterion, the single-failure analyses shall assume each of the failures
identified in d) occurs within one of the redundant parts to assure that the single-failure criterion is
not violated.

NOTE— In some cases, it 1s not always possible to readily establish independence (e.g., in a two-of-three
configured system where redundant channels or divisions are brought together). In other cases, independence
may be more readily established (e.g., in a one-of-two configured system where channels and divisions are not
brought together). For further guidance, see 6.3.2 and 6.3.3.

f)  For systems or parts of systems where independence cannot be established, the single-failure
analysis shall assume each of the failures identified in d) occur within the redundant parts to assure
that the single-failure criterion is not violated.

g) A rehability analysis, probability assessment, operating experience, engineering judgment, or a
combination thereof, may be used to identify the scope of the single-failure analysis. A
probabilistic assessment shall not be used in lieu of the single-failure analysis. For further guidance
in performing reliability analyses and probabilistic assessments, see IEEE Std 352 and IEEE Std
577.

h)  Electrical, mechanical, and system logic failure modes shall be considered in the single-failure
analysis.

1)  The maintenance bypasses, shared systems, interconnected equipment, equipment in proximity and
interactions with other systems shall be considered in the single-failure analysis.

1) A given component can have different failure modes. A separate analysis shall be conducted for
each mode.

6.3 Analysis of portions of systems

6.3.1 Background

When performing the single-failure analysis, certain portions of the safety systems require considerations

that may be unique. Potential areas of concern in applying the single-failure criterion to these portions are
described in 6.3.2 through 6.3.7.

" Examples of short circuits include connections between two points of the same or different potentials, and a connection of a
conductor to ground through an impedance.
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6.3.2 Interconnections between redundant channels

Interconnections between redundant channels (through devices such as data loggers and test circuitry) are
areas where independence could be lost. These interconnections shall be analyzed to assure that no single
failure can cause the loss of a safety function. The means for isolating the redundant channels shall be
analyzed for single failures that will lead to loss of a safety function.

6.3.3 System logic

The system logic 1s of particular importance in the single-failure analysis since it 1s here that redundant
channels and redundant actuator circuits may be brought together. The analysis shall verify that no single
failure in the system logic will cause failure in the channels or actuation circuits that would then cause loss
of the safety function.

6.3.4 Actuation devices

Those actuators designed to fail in a preferred mode upon loss of power shall be analyzed to assure that no
single failure can cause a loss of a safety function. For example, failures that cause power to be maintained
incorrectly on the actuator system terminals (or air pressure to be unintentionally maintained to the
actuator) or cause mechanical binding preventing movement to the preferred position shall be analyzed.

Those actuators designed to apply power when protective action is required shall be analyzed to assure that
no single open circuit, short circuit, or loss of power can cause loss of a safety function.

The complete actuator system, which can encompass pneumatic, mechanical, electrical, electronic, and
hydraulic parts, shall be analyzed for failures that might affect the ability of the system to meet the single-
failure criterion. Particular attention shall be directed to assuring that failures in mechanical portions of
actuators do not cause electrical failures in redundant equipment, and that electrical failures do not cause
mechanical failures in redundant equipment.

6.3.5 Electrical power supplies

Power supplies have the potential for causing the loss of safety functions in several ways. For example, a
power-supply malfunction resulting in a high voltage could cause failures (such as transistor failures) in
redundant channels. A low voltage could cause a loss of redundant channels. Changes in frequency or wave
shape could cause setpoint shifts in redundant channels. The single-failure analysis shall include the entire
power supply system, including devices that shed nonessential loads. For further guidance in this area, see
IEEE Std 308 and IEEE Std 741.

6.3.6 Auxiliary supporting features

Any auxihary supporting features that are required for proper operation of any safety system to which the
single-failure criterion i1s applied shall be included in the single-failure analysis as part of its support
system. For example, when a portion of a system 1s dependent on the maintenance of a controlled
environment, failure of the environmental system becomes a potential violation of the single-failure
criterion, unless it can be shown that failure of the system will not result in loss of the safety function when
required.

If the auxiliary supporting features are not designed to meet the single-failure criterion, the ability to
complete the required safety function regardless of the loss of the auxiliary supporting feature shall be
assured.

10
Copyright © 2014 IEEE. All rights reserved.



IEEE Std 379-2014
IEEE Standard for Application of the Single-Failure Criterion to Nuclear Power Generating Station Safety Systems

6.3.7 Sensing lines

Lines connecting sensors to the process systems (including, for example, reference chambers, equalizing
valves, and 1solation valves) shall be included in the single-failure analysis.

6.4 Other considerations

6.4.1 Other systems coupled to safety systems

All non-safety systems (e.g., non-safety test circuitry) or other safety systems (e.g., alternate channels)
coupled in some manner to safety systems to which the single-failure criterion is applied shall be examined
to establish whether any failure within these systems can degrade the safety systems to which they are
coupled. If they can degrade any portion of the safety systems to the point of failure, those failures shall be
assumed to exist as an initial condition to the single-failure analysis of the safety system. For further
guidance in this area, see IEEE Std 384.

6.4.2 Potential for system actuation due to single failure

The potential for system actuation due to single failure shall be examined to determine whether such
actuation will constitute an event with unacceptable safety consequences. For any such actuation thus
identified as being unacceptable, the single-failure criterion shall be met (i.e., the safety systems must not
initiate the actuation as a result of any single detectable failure in addition to all nondetectable failures in
the systems).
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understood or used to implement this standard. Reference to these resources i1s made for informational use
only.
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? Codes of Federal Regulations (CFR) publications are available from the Superintendent of Documents, U.S. Government Printing
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RISs 12-02). Public web-based access to ADAMS can be found at http://www.nrc.gov/reading-rm/adams.html
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Annex B
(informative)

Examples of nondetectable failures

B.1 Background

Detectable failures are failures that can be 1dentified through periodic testing or can be revealed by alarm or
anomalous indication. Failures that are undetectable cannot be identified by the means that detectable
failures are 1dentified. These nondetectable failures would be significant to the single-failure analysis. Also,
nondetectable failures differ from detectable failures in that they may exist in a protection system for years.
In fact, they could have been built into the system by the manufacturer. When nondetectable failures are
identified, the preferred course of action i1s to redesign the system or component to make the failure
detectable as explained 1n 5.2. The following are examples of several different equipment types with
nondetectable failures at the time they were discovered.

B.2 Three-position switch

An example of a failure that was not periodically tested nor revealed by anomalous indication was the
problem with a malfunctioning three-position spring-return-to-neutral control switch. Although the switch
was In its proper neutral position when 1t malfunctioned, depending on how the indicating light circuit was
wired, loss of continuity through the neutral position contact of the switch could remain undetected (i.e.,
indicating light not readily visible to the operator) until the equipment associated with the switch was called
upon to operate [B3].

This was a nondetectable failure as it was not “*detected through the periodic testing or revealed by alarm or
anomalous indication” per 5.2. The preferred course of action, as 5.2 also states, was to “redesign the test
scheme” by performing regular continuity tests. Also, in this case, the “system was redesigned” to provide
a visible status indicating light.

B.3 Circuit board

Short-circuit failures of the undervoltage (UV) output circuit boards in a solid-state protection system
(SSPS) would result in the loss of automatic reactor trip redundancy; the unavailability of both UV output
circuits would result in the loss of the automatic trip function of the reactor protection system. Because the
UV output circuits are not continuously monitored for failure and because each UV output circuit is
functionally tested on a 60-day cycle, one of the two redundant UV output circuits could be inoperable for
as long as 60 days before the failure would be detected. Also, the concern was that this function was not
single-failure proof by one SSPS train being tested, and the other train could be shorted. In that scenario, an
automatic reactor trip cannot occur [B4].

In the particular plant event, the investigation found that maintenance conducted on components that were
not related to the SSPS could cause nondetectable failures of the UV output driver card. It was found that
the post maintenance testing procedure had to be changed because it was incapable of identifying that the
UV output driver card failed during the maintenance activities. In other words, this nondetectable failure
was 1dentified and the action was to “redesign the test scheme” (per 5.2).
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B.4 Valve

In a study to assess the extent to which current utility practices are able to detect degradation or failure
within a safety related system with assistance from a cooperating utility, the NRC reviewed an Auxiliary
Feedwater System (AFW) system design and the operating, maintenance, and testing program. After
establishing failure modes and reviewing test procedures that implement associated technical specification
surveillance requirements, the NRC and utility identified a number of potential sources of nondetectable
failures (or degradation) that could exist and not be detected by the existing practices or tests. These
potential sources are:

—  Swstem boundary interactions: Potential failures that would not be detectable involve multi-
component or system boundary interactions, where testing of individual components does not
adequately indicate the system condition (e.g., automatic steam supply transfer sequence fails when
a valve 1s required to close and reopen).

— Number or duration of tests: Most potential failure sources that are not detectable by current
practices could be detected with some additional testing from the standpoint of number or duration
of tests (e.g., corroded contacts fail to open or close).

—  Excessive testing: Testing can be excessive to the point that the testing itself 1s a major contributor
to aging and service wear-related degradation [B6].

Recommendations as a result of this study were made for improved diagnostic methods and test procedures
that will verify full operability without degrading the installed equipment or system. As per 5.2, the test
schemes were redesigned to make the failures detectable.

B.5 Digital system

A programmable logic controller (PLC) load sequencer for the diesel generators in one nuclear power plant
unit failed to respond to a safety injection (SI) signal from the site’s other unit because of a defect in the
sequencer software logic. (The first unit was operating; the other unit was in an outage doing an Integrated
Safeguards Test.) The defect could inhibit any or all of the four diesel generator load sequencers from
responding to input signals. The problem arose in trying to design the sequencers so that if an emergency
signal 1s received while the sequencer 1s being tested, the test signal would clear and the engineering safety
features controlled by the sequencer would be activated. As implemented, if an SI signal 1s received 15 s or
later into particular test scenarios, the test signal would be cleared but the inhibit signal preventing
actuation would be maintained by latching logic. Thus, 1f an emergency signal arrived more than 15 s into a
test scenario, the test signal would clear but the inhibit logic would continue to be held locked in and
actuation would be prevented [B5].

The actuation prevention existed in both the manual and self-testing modes of the sequencer operation
because the logic designer and independent verifier failed to recognize interactions between some logic
inhibits and test logic. This made the failure nondetectable. A subsequent review concluded that not all
sequencer functions were validated during all modes of automatic and manual testing in the original
verification and validation process. A “system redesign” was implemented to eliminate the software logic
problems during the next refueling outage, which 1s one of the preferred courses of actions in this standard.
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B.6 Aging mechanisms

Aging has been shown to be a significant generator of failure mechanisms that are identifiable by other
testing, but are not detectable by conventional inspection, surveillance, and monitoring. This has been
supported by a comprehensive aging assessment of relays and circuit breakers that was completed as part of
the NRC Nuclear Plant Aging Research (NPAR) Program. Relays and circuit breakers were analyzed
because they are important safety-related equipment that performs critical functions in the operation and
control of nuclear power plants [B7].

A recommendation of the study was that additional methods and practices be implemented for the testing of
relays and breakers. Additional methods would include infrared temperature measurement and inrush
current and vibration testing. This “redesign,” per 5.2, of the testing methods would increase the assurance
that aging degradation can now be detected and mitigated to the extent possible.

15
Copyright © 2014 IEEE. All rights reserved.



