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Introduction

This introduction 1s not part of [EEE Std 1642™-2015, IEEE Recommended Practice for Protecting Publicly
Accessible Computer Systems from Intentional Electromagnetic Interference (IEMI).

The purpose of this recommended practice is to provide information for manufacturers and users to specify
the electromagnetic compatibility (EMC) requirements for computer equipment and systems that can be
used by the public or businesses, which require a high level of security to prevent intentional
electromagnetic fields from interfering with the operation of these computers.

viii
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IEEE Recommended Practice for
Protecting Publicly Accessible
Computer Systems from Intentional
Electromagnetic Interference (IEMI)

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
hitp://standards.ieee.ore/IPR/disclaimers.hitml.

1. Overview

1.1 Scope

This recommended practice establishes appropriate electromagnetic (EM) threat levels, protection methods,
monitoring techniques, and test techniques for specific classes of computer equipment. This equipment i1s
expected to be accessible to the public at ranges less than 100 m, and the loss of operation of the equipment
due to intentional electromagnetic interference (IEMI) 1s expected to cause losses (both financial and of
confidence) to businesses operating computer equipment, which are providing services to the public or to
private companies.

The principle class of equipment to be considered in this recommended practice includes fixed (non-
mobile) computer equipment. Examples include automated teller machines (ATMs); electronic cash
registers at stores; computer equipment in banks and at airports; computer equipment controlling traffic
flow; computer equipment controlling communications or allowing Internet access; computer equipment
providing police, fire, and security services; computer equipment controlling the operation of the power
grid (including smart meters): computer equipment operating in hospitals; etc.

I
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1.2 Purpose

The purpose of this recommended practice 1s to provide information for manufacturers and users to specify
the electromagnetic compatibility (EMC) requirements for computer equipment and systems that can be
used by the public or businesses, which require a high level of security to prevent intentional EM fields
from interfering with the operation of these computers.

1.3 Background

The term high-power electromagnetics (HPEM) has been used for many vears and generally describes a set
of transient EM environments where the peak electric and magnetic fields can be very high. The typical
environments considered in the past as part of HPEM are the EM fields from nearby lightning strikes, the
EM fields near an electrostatic discharge (ESD), the high-altitude electromagnetic pulse (HEMP) created
by nuclear bursts, and the EM fields created by radar systems. The EMC Society of the IEEE’s Technical
Committee 5 (TC-5), “High Power Electromagnetics,” deals with all of these subjects. In addition, the
International Electrotechnical Commission (IEC) 1s active in developing standards for commercial
equipment and systems under Subcommuttee 77C, “High power transient phenomena.™

In the past 15 years, two new terms have arisen in the EMC field: EM terrorism [B5]' and intentional
electromagnetic interference (IEMI) [B30]. In recent years, the scientific community has agreed to utilize
the more generic term, IEMI, which includes EM terrorism. In February 1999 at a workshop held at the
Zurich EMC symposium, the currently accepted definition for IEMI was suggested: “Intentional malicious
generation of electromagnetic energy introducing noise or signals into electric and electronic systems, thus
disrupting, confusing or damaging these systems for terrorist or criminal purposes™ [B41].

It 1s noted that hackers are not mentioned explicitly in this definition, although in most countries of the
world, an attack on commercial interests for entertainment purposes 1s against the law. While the motives
of the attackers may vary, the results can be the same for civil society. The scientific community has been
working for many years to understand this threat and to provide useful guidance on protection.

While there has not been much publicity concerning this threat, five reported criminal usages of EM
weapons have been found in the following literature:

a) In The Netherlands, an individual disrupted a local bank’s computer network because he was
refused a loan. Type of crime: blackmail/criminal damage [B9].

b) In Japan, two Yakuza criminals were caught using an EM disruptor on a Pachinko (gaming)
machine to trigger a false win. Type of crime: robbery [B9].

¢) In St. Petersburg, Russia, a criminal used an EM disruptor to disable a security system on a jewelry
store, so that he could commit a robbery. Type of crime: robbery [B37].

d) In London, a city bank was the target of blackmail attempt whereby the use of EM disruptors was
threatened to be used against the bank’s systems. Type of crime: blackmail [B39].

¢) In Moscow, Russia, a telecommunications center was targeted and was put out of commission for
24 hours, denying service to 200 000 customers. Type of crime: blackmail/eriminal damage [B37].

[EMI threats and protection methods have been evaluated in technical conferences throughout the world,
and occasional articles have been published in the popular press, in the U. S. Congressional Record, and
also by the IEC dealing with the threat of IEMI to civil society (see [B16], [B23], [B32], [B33], [B36]
[B39], and [B40]). While well-documented cases of criminal attacks using IEMI have been difficult to
obtain due to the sensitivity of security threats, it is clear from laboratory experiments performed by

' The numbers in brackets correspond to those of the bibliography in Annex A.

2
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scientists that it 1s not difficult to create malfunctions in electronic equipment that is not protected from this
threat.

[t 1s important to recognize that a special issue of IEEE Transactions on Electromagnetic Compatibility
devoted to HPEM and IEMI [B38] was produced in 2004 (hereafter referred to as “the 2004 Special
[ssue™), summarizing many years of work. This was preceded by two related special issues of these
transactions covering the nuclear electromagnetic pulse in 1978 [B20] and high-power microwaves (HPM)
in 1992 [B21]. It is clear that many EM models and codes developed in the past to deal with the intense,
high-frequency portion of the electromagnetic pulse and the high levels of fields associated with HPM are
relevant to the new field of IEMI. This i1s because the analysis of transient, high-frequency, time-domain
EM fields, their coupling to electronic systems, and the protection of equipment and systems from these
environments require an understanding of both time-dependent and non-linear aspects, factors not always
present in the routine treatment of EMC.

In addition, the development of miniaturized pulsers and antenna systems in recent years has produced a
situation where different types of intense EM fields (narrowband to very wideband) can be produced at
close ranges. With the development of more sophisticated computer equipment and the proximity of this
equipment to the public, it is likely that criminals will use EM threat devices to interfere with these
computers, disrupting the ability of companies to provide important services to the public. It is the purpose
of this standard practice to recommend methods to protect computers from this new threat through a
combination of equipment design and monitoring of the threat.

This standard practice first describes the IEMI threat in detail (Clause 4), which includes the capabilities of
EM weapons, and follows with a discussion of the susceptibilities of typical electronic equipment (4.3 and
4.4). Clause 5 discusses the types of equipment to be protected. Protection methods (Clause 6) and
monitoring concepts (Clause 7) are then described, followed by a methodology to determine the protection
levels required (Clause 8). Finally, Clause 9 describes the basic test methods. A bibliography is also
provided for those looking for further information on the subject of IEMI (Annex A).

2. Normative references

There are no normative references in this recommended practice. The bibliography in Annex A lists all of
the documents cited in the text.

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause.”

bandratio (br): The ratio of the high and low frequencies between which there 1s 90% of the energy; if the
spectrum has a large dc content, the lower limit 1s nominally defined as 1 Hz.

conducted high-power electromagnetic (HPEM) environment: HPEM currents and voltages that are
either coupled or directly injected to cables and wires with voltage levels that typically exceed 1 kV.

IEEE Standards Dictionary Online subscription is available at:
http://www . 1eee.org/portal/innovate/products/standard/standards  dictionary. html.

3
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continuous wave (CW): A time waveform that has a fixed frequency and is continuous.

electromagnetic compatibility (EMC): The ability of an equipment or system to function satisfactorily in
its electromagnetic environment without introducing intolerable electromagnetic disturbances to anything
in that environment.

electromagnetic disturbance: Any electromagnetic phenomenon that may degrade the performance of a
device, equipment, or system.

electromagnetic interference (EMI): Degradation of the performance of a device, transmission channel,
or system caused by an electromagnetic disturbance.

NOTE—Disturbance and interference are respectively cause and effect.”

electromagnetic susceptibility: The inability of a device, equipment, or system to perform without
degradation in the presence of an electromagnetic disturbance.

NOTE—Susceptibility 1s a lack of immunity.

high-altitude electromagnetic pulse (HEMP): An electromagnetic pulse produced by a nuclear
explosion outside the earth’s atmosphere.

NOTE—The explosion typically occurs above an altitude of 30 km.

high-power microwaves (HPM): Narrowband signals, nominally with peak power in a pulse, in excess of

100 MW at the source.

NOTE—This is an historical definition that depended on the strength of the source. This recommended practice is
mainly interested in the EM field incident on an electronic system.

hyperband signal: A signal or waveform with a percentage bandwidth (pbw) value between 163.4% and
200% or a bandratio >10.

hypoband signal (narrowband signal): A signal or waveform with a pbw <1% or a bandratio <1.01.

intentional electromagnetic interference (IEMI): Intentional malicious generation of electromagnetic
energy introducing noise or signals into electric and electronic systems, thus disrupting, confusing, or
damaging these systems for terrorist or criminal purposes.

mesoband signal: A signal or waveform with a pbw value between 1% and 100% or a bandratio between
1.01 and 3.

percentage bandwidth (pbw): The bandwidth of a waveform expressed as a percentage of the center
frequency of that waveform.

NOTE—The pbw has a maximum value of 200% when the center frequency 1s the mean of the high and low
frequencies. The pbw does not apply to signals with a large dc content (e.g., HEMP), for which the bandratio decades
approach is used.

pulse: A transient waveform that usually rises to a peak value and then decays, or a similar waveform that
is an envelope of an oscillating waveform.

* Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.

4
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radiated HPEM environment: High-power electromagnetic fields with peak electric field levels that
typically exceed 100 V/m.

sub-hyperband signal: A signal or a waveform with a pbw value between 100% and 163.4% or a
bandratio between 3 and 10.

transient: Pertaining to or designating a phenomenon or a quantity that varies between two consecutive
steady states during a time interval that is short compared with the time scale of interest.

NOTE—A transient can be a unidirectional impulse of either polarity or a damped oscillatory wave with the first peak
occurring in either polarity.

ultrawideband (UWB): A signal that has a percent bandwidth greater than 25%.

3.2 Acronyms and abbreviations

br bandratio

CW continuous wave

EFT electric fast transient

EM electromagnetic

EMC electromagnetic compatibility

EMI electromagnetic interference

ESD ¢lectrostatic discharge

HEMP high-altitude electromagnetic pulse
HPEM high-power electromagnetics

HPM high-power microwaves

[EMI intentional electromagnetic interference
[RAs impulse-radiating antennas

pbw percentage bandwidth

UWB ultrawideband

4. Description of the IEMI threat

4.1 Introduction to the threat

In order to understand the threats to electronic equipment, it is necessary to understand the different types
of EM environments that can be produced and that can create operational problems for exposed equipment.

5
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There are two major categories of EM environments of concern: narrowband and wideband. There are also
two major ways for this energy to be delivered to a system: radiated and conducted.

A narrowband waveform is nearly a single frequency (typically a bandwidth of less than 1% of the center
frequency) of power delivered over a fixed time frame (from 100 ns to microseconds). For experiments
performed on equipment where vulnerabilities have been noted due to radiated fields, frequencies between
0.1 GHz and 5 GHz seem to be of most concern. Higher and lower frequencies may also cause problems
with system performance, especially if a system resonance is found. Also, some environments in this
category include modulation of the sine waves, shifting frequencies, and repetitive applications. This
category of radiated threat is often referred to as HPM, although this term is used loosely to also include
frequencies outside of the microwave range.

A wideband waveform (sometimes referred to as UWB) is usually one in which a time domain pulse is
delivered, often in a repetitive fashion. The term wideband indicates that the energy in the waveform is
produced over a substantial frequency range relative to the center frequency. Of course, many pulse
waveforms do not have an explicit center frequency, and more precise definitions are being developed at
this time to divide the wideband category into several subcategories. As described in IEC 61000-2-13
[B10] and by Giri and Tesche in the 2004 Special Issue on HPEM and IEMI [B6], four terms are used to
describe the bandwidths of narrowband and wideband waveforms: hypoband, mesoband, sub-hyperband,
and hyperband. These terms have been defined based on the bandratio (i.e., the ratio of high and low
frequencies containing 90% of the energy) with values <1.01, 1.01 to 3, 3 to 10, and =10, respectively.

In terms of system vulnerabilities, the narrowband threat usually requires very high power and, therefore,
high peak electric fields (usually greater than 100 V/m), as the electrical energy is delivered in a narrow-
frequency band; this requires a high-power generator. It is fairly easy to deliver fields on the order of
thousands of volts per meter at a single frequency. Of course, each system under test may have a vulnerable
frequency that 1s different from the next. Sometimes the malfunctions observed in testing equipment with
narrowband waveforms are those of permanent damage, especially when considering thermal-heating type
failures. Available test facilities using the narrowband or hypoband waveforms are described by Sabath et
al. [B33].

The wideband threat is somewhat different with respect to the type of impact on electronics. Because a time
domain pulse produces energy over many frequencies at the same time, the energy density at any single
frequency is much less. This means that damage is not as likely as in the narrowband case, mainly due to a
lower probability of thermal heating effects even though arcing and peak voltage breakdown may still
occur. However, it is easier to find a system’s vulnerability because many frequencies are applied at the
same time. Sources that have been built in the past typically produce repetitive pulses that can continue for
many seconds or minutes, thereby increasing the probability of producing a system upset. Test facilities
producing these types of waveforms are described by Prather et al. in the 2004 Special Issue on HPEM and
[EMI [B28].

There are two primary ways that a narrowband or wideband waveform may be delivered to a computer
equipment or system. One is through the application of radiated fields, and the other is through conduction
along cables and wires. These two methods of delivery are consistent with the general treatment of EM
disturbances in the field of EMC, where nearly all environments and tests are defined in terms of radiated
or conducted environments (e.g., [IEC/TR 61000-2-5 [B17]).

For radiated fields, it seems clear that frequencies above 100 MHz are of primary concern in that they are
able to penetrate unshielded or poorly protected buildings very well and yet couple efficiently to the
equipment inside of the building. In addition, they have the advantage that antennas designed to radiate
efficiently at these frequencies are small. Figure 1 illustrates a qualitative view of how radiated fields may
illuminate and couple to system electronics through apertures (e.g., windows) and through building wiring.

0
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Figure 1—Typical radiated field interactions that would produce IEMI [B29]

For conducted voltages and currents, there are some differences in terms of the frequency range of interest.
It 1s well established that if conducted signals are injected into the power supply or telecom cables outside
of a building, frequencies below 10 MHz (and pulse widths wider than 30 ns) propagate more efficiently
than higher frequencies on cable shields and bundles (common mode). Experiments by Fortov et al. have
shown that these lower frequencies can disrupt the operation of equipment inside a building [B3]. More
recent publications indicate that once IEMI creates a differential mode coupling between wires, these
signals can propagate well even for frequencies above 1 GHz. In the 2004 Special Issue on HPEM and
[EMI, Partenov et al. provide an overview of the problem posed by conducted threats [B27].

4.2 Threat levels

The IEMI problem has two parts. One 1s the level of susceptibility of electronic systems and the second 1s
the level of EM field that can be produced by an attacker. This subclause will discuss the approximate
levels of the threat that can be produced, while 4.3 and 4.4 will provide some insight into susceptibility
levels of modern electronics to the same types of EM waveforms.

[n [EC 61000-2-13, the [EC examined three different types of technology levels to produce EM weapons
[B10]. The first was described as low-tech and examined what fields could be produced with the magnetron
from a microwave oven. Table 1 indicates the levels of narrowband fields that could be produced with
different types of antennas for the 2.45 GHz signal. The most important parameter 1s rEpeak, which is
defined as the product of the peak electric field and the range where it 1s measured. It provides an estimate
of the strength of the EM field produced at a distance. One needs to divide rEpeak (in volts) by the range in
meters to obtain the peak electric field level in volts per meter. For example, at a range of 30 m, the peak
electric field level in the third row of Table 1 would be 156 V/m,
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Table 1—Levels of narrowband rEpeak and peak electric fields at three ranges using the
magnetron of a microwave oven with different types of antennas (considered to be

low-tech [B10]
Antenna type Power Peak E-field rEpeak | B enk |
rms in WR 340 r=30m r=100 m r=2300m
Open-ended 1100 W 25 kV/m 540 V 18 Vim 54Vim 1.8 V/m
WR 340
Pyramidal horn 1100°W 25 kV/m 2200V 73 Vim 22 V/m 7.3 Vim
Reflector antenna 1100 W 25 kVim 4680 V 156 V/m 47 Vim 15.6 V/im
(1.8 m diameter)
Reprinted with permission from IEC 61000-2-13 ed. 1.0 Copyright © 2005 IEC Geneva, Switzerland. www.iec.ch.

The IEC also examined the use of a commercial off-the-shelf radar system as a mid-tech IEMI source.
Many older types of radars can be purchased in surplus sales. Table 2 shows the narrowband field levels for
two antennas, one large and the other more modest. For the larger antenna, the rEpeak level 1s 1.9 MV. For
the smaller antenna, the rEpeak level 1s 0.6 MV,

Table 2—Peak levels of narrowband electric fields at four ranges for two sizes of antennas
produced by off-the-shelf radars and considered to be mid-tech. The average power of the
magnetron is 2.5 MW and the frequency is 1.285 GHz [B10].

Range r Peak E-field Peak E-field
antenna size antenna size
9.35 m* 0.935 m’
30 m 63 kV/m 20 kVim
100 m 19 kV/m 6 kV/m
300 m 6.3 kKV/m 2 kV/m
1000 m 1.9 kV/m 600 Vim
Reprinted with permission from IEC 61000-2-13 ed. 1.0 Copyright © 2005 IEC Geneva,
Switzerland. www .iec.ch.

In the third example, the IEC examined wideband pulsers and antennas that could be considered high-tech.
This survey was done at a time that many impulse-radiating antennas (IRAs) with matched pulsers were
being built by national laboratories in several countries. At this time, many pulsers are available
commercially, and the technology of designing [IRAs 1s not as difficult as it was 5 years ago. In addition,
the highest rEpeak level (not shown) today i1s 5 MV, as represented by the JOLT pulser. While these
pulsers are labeled as high-tech in Table 3, it 1s reasonable to expect that an rEpeak level of 0.5 MV for a
0.1/1 ns (rise time/pulse width) pulse could be considered mid-tech for a wideband threat at this time.

8
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# Name Pulser Antenna Near field Far field rE Band Band
ratio
br
] Prototype IRA +60 kV 3.66 m dia 23 kV/m 4.2 kV/m 1280 kV 100 Hyper
AFRL, KAFB, NM 100 ps/20 ns | (F/D)=0.33 at at
USA 200 Hz burst r=2m r=304 m
2| Upgraded prototype +~T75kV .83 mdia | 41.6 kV/im | 27.6 kV/m 690 kV 50 Hyper
IRA 85 ps/20ns | (F/D)=0.33 at at
AFRL, KAFB, NM ~ 400 Hz r=16.6m r=25m
USA
3 Swiss IRA 2.8 kV 1.8 m dia 1.4 kV/m 220 V/im 10 kV 50 Hyper
NEMP Laboratory 100 ps/4 ns | (F/D)=0.28 at at
Spiez, Switzerland 800 Hz r=5m r=41 m
- TNO IRA 9 kV 0.9 m dia 7 kV/m Not 34 kV 25 Hyper
The Hague 100 ps/d ns | (F/D)=0.37 at available
Netherlands 800 Hz r=1m
5| Univ. of Magdeburg 9kV 0.9 m dia 7 kV/m Not 34 kV 25 Hyper
Magdeburg, Germany 100 ps/d ns | (F/D)=0.37 at available
800 Hz r=1m

NOTE— rE in the table is the same parameter identified as rEpeak in this recommended practice.

Reprinted with permission from IEC 61000-2-13 ed. 1.0 Copyright © 2005 IEC Geneva, Switzerland. www.iec.ch.

4.3 Examples of equipment susceptibilities to radiated threats

In recent years, there have been significant experiments that have tested the response of commercial
equipment to narrowband and wideband threats similar to those expected from IEMI. In general, this
testing has emphasized personal computer (PC) equipment because 1t 1s 1n wide usage in many different
industries.

Modern computers (with clock speeds of ~1 GHz) and other types of equipment using microprocessors
appear to be vulnerable to malfunction from radiated narrowband fields above 200 V/m (depending on
frequency). There appear to be large variations in the responses of equipment due to the specific
experiment setups and the quality of the equipment enclosures that are used. In addition, tests performed on
automobiles over the range of 1 GHz to 15 GHz seem to indicate that malfunctions occur at lower field
levels at lower frequencies; the stopping of automobiles was reported by Backstrom at 500 V/im at 1.3 GHz
for testing performed in the mid-1990s [B1]. There have not been as many experimental results published
that have covered frequencies below 1 GHz, although tests performed on standalone PCs by Hoad et al.
indicate that this trend of lower level failures at lower frequencies continues down to 400 MHz, as shown in
Figure 2. Other data indicate that with network cables included, the susceptibility levels continue to
decrease with frequency to 100 MHz or possibly lower, as shown in Figure 3.

9
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Figure 2—Susceptibility levels of modern PCs to narrowband electromagnetic fields in a
mode-stirred chamber [B7]
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Reprinted with permission from Eindhoven University of Technology from Conference Proceedings EMC Europe
2004, Eindhoven, The Netherlands © 2004.

Figure 3—Susceptibility levels of a modern networked PC to narrowband electromagnetic
fields in a mode-stirred chamber [B8]
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As far as wideband electric field testing of commercial electronics i1s concerned, Parfenov et al. tested
electronic cash registers to determine their susceptibility to hyperband waveforms with a 0.1/1 ns pulse
(rise time/pulse width). As seen in Figure 4, serious malfunctions occurred at peak values of ~2 kV/m and
damage at ~5 kV/m [B26].

Upset levels
. SAMSUNG SAMSUNG
ECM type ER-4615RF ER-250RF

Critical level of UWB
field, kKV/m

Level of catastrophic refusal

e 31 | 39 | 44 | asg 5.1
leld, KV/m
Result Upset | Upset |Upset | Upset | Upset C“Ei’ﬁ'gﬂ}"":

Figure 4—Failure levels of electronic cash machines (cash registers) when exposed to a
0.1/1 ns hyperband electric field [B26]

Note that experiments are usually performed by directly exposing the equipment under test within line of
sight of a radiating antenna. Of course, if the equipment 1s inside a building or in a room without a window,
then there will be a reduction of the incident field from outside to inside. Also, most experiments have not
carefully examined the polarization and angle of incidence aspect thoroughly (except in mode-stirred
chambers), and, therefore, many of the serious effects noted during testing will actually occur at lower field
levels when an optimum coupling geometry is applied, especially at frequencies above 1 GHz.

While these failure values may seem to be low, they should not be a surprise. When the EMC test
requirements are examined for immunity in the IEC (see IEC 61000-4-3 [B11]), 1t is unusual to see a
narrowband radiated field level requirement above 10 V/m (for frequencies above 80 MHz). Higher levels
are not recommended because of the expense of providing the increased protection, and most of the natural
commercial threats to electronics are below 10 V/m. Also it should be recognized that there 1s no radiated
transient testing performed in the normal EMC series of tests, other than the fields produced during ESD
testing. For narrowband voltages induced on cables connected to equipment, 10V is the upper level
required in most cases for EMC immunity testing. The frequencies of application for conducted tests are
usually below 80 MHz.

It 1s important to recognize that these radiated and conducted EMC mmmunity levels do not protect
equipment from all EM environments; rather, these levels are intended to cover most of the expected cases
on a statistical basis. They do not cover intentional EM threats such as IEMI.

4.4 Examples of equipment susceptibilities to conduct threats

For conducted threats, 1t seems clear that if access to external telecom or power cables 1s not prevented, it 1s
fairly easy to inject harmful signals into a building on power or communications cables. A comprehensive
study performed by Parfenov indicated that both narrowband and wideband signals could be injected on the
secondary of a building power supply and these signals would propagate easily within the wiring of a
building with limited attenuation as shown in Figure 5. A related experimental study performed by
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Fortov et.al, found that injected wideband pulsed voltages on the order of 5 kV to 6 kV could damage
computer power supplies [B4].

Experiments have also shown that narrowband voltages injected into the grounding system of a building
can cause significant equipment malfunctions inside [B4]. Frequencies below 100 Hz and levels below
100 V have been shown to cause problems.
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Figure 5—Building geometry and measurement points for injection of high-frequency
transients into the power distribution system [B4]

Using the experimental data acquired, it was possible to develop a numerical estimation of the currents and
voltages at different points of the power network of a building considering various ways of injection: in the
phase-neutral circuit, in a break of the neutral wire, and between the transformer earthing point and a
remote earthing electrode. A computer code known as the Conducted Threats Code was developed to
model the propagation of conducted waveforms in other buildings [B4].

For wideband-conducted transients, most of the lightning and electric fast transient (EFT) tests for EMC
immunity are performed for levels up to 2 kV. Only in special cases, such as for equipment in a power
generating facility or a substation, will the immunity test levels be higher. Typical EMC wideband test
waveforms have rise-times as fast as 5 ns and pulse widths as long as 700 ps. Many of the possible IEMI
conducted threats have rise times faster than 1 ns with pulse widths on the order of a few ns, and these have
been found to propagate well in building power conductors in a differential mode, as demonstrated by
Mansson [B22].

For longer waveforms, it appears that pulse widths on the order of 100 ps can create damage to equipment
power supplies and to interface circuit boards (see Figure 6) at levels as low as 500 V, but more typically at

levels of 2 kV to 4 kV [B24]. Even the EFT pulse (5/50 ns) used in EMC testing will produce serious
equipment malfunction and damage at levels of 4 kV/m to 5 kV/m.
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Figure 6—Damage produced on an Ethernet 10 Base2 computer interface board due to the
cable injection of a 500-V telecom pulse as defined in IEC 61000-4-5 [B12]

Recent injection testing performed by Savage et al. [B35] on programmable logic controllers (PLCs)
indicates that this class of simple industrial computer is extremely vulnerable to fast transients at levels
only slightly higher than the levels of normal IEC EMC immunity testing. Sample susceptibility results are
shown in Figure 7.

Fisher ROC809 Remote Operations Controller — Fast Pulse

DUT Drive \oltage Level: Charge/Load, kV
Unit Port No Effect
Discrete In Differential

Discrete

Out
Analog In Differential
Analog Out | Differential
Serial Port | Common
Ethernet Common

AC In Differential

Breadth of Associated

Figure 7—Upset and damage produced during the injection of the Fisher PLC
using a 5/50 ns pulse [B35]

Differential

Another aspect of system vulnerability i1s the denial of service problem. In various civil electronic systems,
data transmission subsystems are widely used. It is known that the basic characteristics of data links are the
data rate (R) and the data packet length (N) [B25]. Characteristics of a fast pulse disturbance include the
pulse repetition rate (f) and the parameter Z(), which 1s equal to signal/noise ratio in the data transmission
network if /= R. It is important to note that the parameter Z0 [B25] is proportional to the square root of the
average power of the pulse disturbance.

Figure 8 illustrates the results of calculations of the dependence of the probability P of incorrect transfer of
data packets for variations in the pulse repetition rate fat N = 1000 bits and R = 2 x 10° bps and for various
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values of parameter Z0 (i.e., at various values of average power of pulse disturbance). One can see that this
dependence has a maximum. Therefore, it is necessary to choose characteristics of test pulses correctly for
immunity testing of data transmission systems to periodically repeating voltage pulses.

P
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Figure 8—Calculated dependence of the probability of incorrect transfer of data packets
from pulse repetition rates of N=1000 bits and R=2 x 10° bps [B25]

It 1s important to note that the voltage disturbance will result in the degradation of the parameters of a
computer network if the pulse peak is higher than working signal level by only a factor of 2 when the pulse
repetition rate 1s about 1 kHz. At the same time, hundreds of volts may be induced between a wire and the
equipment case using inductive injection in a power cable (or data cable) with a nanosecond generator with
a voltage of several tens of kilovolts.

Experimental results justify the results presented above. Figure 9 illustrates the degradation of a data link
when periodically repeating voltage pulses are injected in the power cable using an inductive method for a
generator with the following parameters: 5/50 (rise time/pulse width) nanosecond waveform and a 50-kV
peak voltage. Duration of influence was equal to 1 min. Figure 9 shows that the actual data rate of the data
link decreases sharply for pulse repetition rates greater than 50 Hz. When the pulse repetition rate is equal
to 500 Hz, the full degradation (denial of service) of the channel was observed.

[t should be noted that a similar trend will take place when radiated disturbances are coupled to a network
cable.
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Figure 9— Degradation of the data link (R =2 x 10° bps) at different pulse repetition
rates fin hertz, the data rate DR in megabits per second, and time tin seconds [B25]

4.5 Summary of IEMI threat level and equipment susceptibilities

4.5.1 Summary of IEMI threat levels

While the technology of developing threat pulsers varies, other factors, such as pulser/antenna size, enter
into the likelihood of attack. Size 1s a factor in that 1t determines how close the pulser/antenna may be
relative to a building, (where computers may be accessible to the public) without detection. In particular, 1t
is clear that most narrowband pulsers generally require a large energy reserve and are therefore larger in
size than wideband pulsers, which produce high peak power levels but require relatively low energy for
each pulse. Therefore, this recommended practice considers the mid-tech narrowband pulsers described
carlier to produce a severe threat for commercial equipment and systems. Further, this recommended
practice estimates the peak electric field times range product to be 5.0 MV for narrowband threats.

For the wideband threat, the high-tech simulator JOLT can produce the peak wideband electric field times
range product of 5.0 MV, which this recommended practice consider a severe threat for commercial
equipment and systems.

For both cases (narrowband and wideband), this recommended practice estimates that a moderate EM
threat will have a peak electric field times range product of 0.5 MV (10 times smaller in level). This
information 1s needed to determine the level of field that can be produced at the location of the equipment
of interest once a range 1s determined.

Once an electric field arrives at the location of the equipment, for frequencies in the range of 1 GHz and
typical lengths of cables inside a building, 1t 1s expected that the common mode voltages coupled to cable
shields or bundles vary depending on the angle of incidence of the electric field and its polarization. The
ratio of the peak induced voltage and the peak incident electric field varies between 0.5 Vim and 1.5 V/im
[B31]. For this reason, the selection of a ratio of 1.0 provides a reasonable factor for converting the incident
volts per meter to volts induced.

In terms of directly injected voltage pulses, pulsers have been built that can inject several hundred kilovolt
pulses, although typically with rise times of roughly 1 ps (for lightning testing). Pulsers have been
developed up to 100 kV with rise times of 10 ns, which could be used to mject high levels of [EMI
conducted threats into a building on the power or communications lines. This recommended practice
considers a 100-kV peak voltage with a 10 ns rise time to be a severe threat and 20 kV to be a moderate
threat.
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4.5.2 Summary of equipment susceptibility levels

For radiated field threats to electronic equipment, given a large but incomplete set of test data, it appears
that for narrowband EM fields, the onset of upsets of electronics begins around 500 V/m. The database for
permanent damage is sparse, but it appears to begin around 1 kV/m for some types of electronic systems.
These levels do not include in-band jamming impacts, which occur at much lower levels.

For wideband radiated EM fields with pulse widths less than 10 ns, the onset of upset is around 2 kV/m
with damage beginning at about 4 kV/m. Note that the damage levels are about four times higher for
wideband than narrowband fields, due primarily to the fact that the number of peaks produced by
narrowband fields is significantly higher in a short time frame than for wideband fields. On the other hand,
the upset susceptibility levels for wideband fields with repetitive pulses are nearly the same as narrowband
radiated fields.

For wideband common mode conducted susceptibility of equipment, a significant amount of data indicate
upsets beginning in the 2 kV range, and damage in the 4 kV range for pulses with a rise time of 5 ns. There
are much less data for narrowband common mode conducted susceptibility, although there are indications
that networked electronics (e.g., Internet switches) have failed due to the cable voltages coupled by the
incident EM fields. Analyses can extract an estimated level of 500 V at frequencies near 1 GHz creating the
onset of upset. A factor of two higher level (1 kV) could create damage.

5. Types of equipment and systems to be protected

The scope of this recommended practice 1s to include all electronic equipment and systems containing a
microprocessor that are placed in fixed locations. The reason for this scope 1s evidence that the
microprocessor 1s extremely sensitive to malfunction from both narrowband and wideband transients at its
input/output ports. In addition, mobile equipment 1s more difficult to protect due to the fact that only EM
protection techniques can be applied at the equipment level, while in the case of fixed locations, protection
and security measures at both the equipment and installation levels can be applied to reduce the possibility
of malfunctions.

There are two general categories of equipment. The first general category involves remote locations where
the public 1s usually present, but where there may not be anyone available to monitor the presence and
actions of the public. The second general category includes dedicated computer facilities that usually Iimit
access, but that allow visitors or tours nearby. This can provide an opportunity for a criminal to radiate the
facility during a tour (e.g., with a briefcase pulser) or to apply a conducted 1IEMI threat to the building
without detection by plugging in a pulser that may look like an ordinary piece of electronics. In general, if
someone can access a position within 100 m of sensitive equipment, there i1s a significant threat to
electronics.

Examples of types of equipment to be protected include:

—  ATMs and other kiosks

—  Point-of-sale terminals in shopping areas

—  Computers used in business and factory applications
—  Medical equipment that monitors the health of patients
—  Electronic voting equipment

— Electronic control equipment for transportation applications (streetlight controls, railway traffic
controls, aircraft control towers, etc.)

—  Power system control electronics
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— Bank and other financial computer systems
—  Stock market computer systems

— Internet hub computer systems

—  Telephone central office computer systems

—  Water distribution computer systems

6. Protection methods

6.1 Protection approaches

When it comes to protecting a system and its internal equipment from the threat of IEMI, there are several
aspects of protection to keep in mind. In particular, solutions can be envisaged in terms of a basic security
approach and the well-established EM shielding and penetration protection approach. After a brief
summary of each approach, this recommended practice provides a more detailed discussion of EM
protection measures.

6.2 Security approach

From a security point of view, many normal security measures can reduce the threat of IEMI, especially for
dedicated computer rooms:

—  Develop a keep out or buffer zone around critical systems.

—  Prevent unauthorized access to all power and communications cables entering a building.

—  Keep important internal equipment away from the outer walls of the installation.

—  Use redundancy and diverse routing for important wiring inside the installation.

—  Make IEMI-protected backup power available for all critical operations.
The purpose of most of these actions 1s to increase the distance between a concealed portable EM weapon
and the most critical computer systems and to provide redundancy in case of limited malfunctions. In

addition, attention must be paid to the external penetrations into an installation to ensure that conducted
IEMI threat waveforms cannot be injected easily into the power and telecom penetrations.

6.3 Electromagnetic approach

The following generic IEMI protection measures can be part of an EM shielding and penetration protection
approach:

—  Provide EM shielding around critical equipment.

—  Provide surge protection and filters for metallic cables used in critical operations.

— Use non-metallic fiber optic cables when possible.

— Employ methods to decrease the resonance characteristics of critical equipment enclosures.

—  Use fault-tolerant software in critical operations.
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—  Develop a verification program to periodically test the immunity of the system and 1ts installation.

Subclauses 6.3.1 through 6.3.5 provide additional details concerning these generic measures.

6.3.1 Shielding

It 1s well established that topological techniques can be applied to provide complete EM shielding [B29].
Relying on qualitative topology, one can utilize conductors (e.g., metal sheets, braids) as shields for an
equipment enclosure and for cable shields. The thickness of highly conductive metal i1s generally
unimportant; the continuity is very important, especially at high IEMI frequencies. Where possible, existing
conductors placed for mechanical reasons can be incorporated into the shielding design. For protection of
commercial systems from IEMI, it may be sufficient to consolidate critical equipment inside a building and
to shield that equipment in a small room or in shielded racks.

6.3.2 Penetration control for metallic cables and the use of fiber optics

[f there are to be electrical connections (e.g., antennas, communication lines, power lines) to the outside
world, then these penetrate the EM shields and allow the external environment to penetrate inside with little
attenuation. Such penetrations shall be controlled. This is especially true in the case of ubiquitous metallic
Ethernet cables. Ferrites, surge arresters, and/or filters will likely be needed to reduce the high-level and
generally fast IEMI disturbances, and the high-frequency grounding of these protective elements 1s crucial.
Inside a building, the use of fiber optic cables (without metallic cladding or internal conductors) can also be
advantageous as long as they are properly inserted through room and/or rack shields using appropriate
waveguides below cutoff.

6.3.3 Resonance reduction

Because resonances in transfer functions to the interior of equipment enclosures can be exploited in IEMI
(especially for narrowband waveforms), it is useful to reduce their effects. This requires damping (lowering
the Q) of the resonances. This can be accomplished by combinations of inductance and resistance to load
conductors in cavities and by judicious placement of resistors electrically connected between conductors
inside cavities [B2]. Viewed another way, such resonance loading provides some places for the interfering
energy to be absorbed, instead of in critical circuits.

6.3.4 Fault-tolerant computation

Because digital equipment is subject to upset (i.e., change in logic states), redundancy in the form of error
detection and correction should be designed. This makes the system less susceptible. The design should
also account for the possibility that the IEMI environment may be repetitive at rates up to the megahertz
range.

6.3.5 Qualification of protective measures and periodic verification

It is well established that the best designs for EM protection for equipment, systems, and installations may
not be properly installed or may be incomplete. Usually, the only way to determine this is to perform a
realistic qualification test that covers the main aspects of the threat environment. For the case of applying
EM protection to a single piece of equipment, the IEEE and the IEC provide well-defined test methods. For
the case of IEMI threats, the levels of narrowband and wideband threats will need to be increased beyond
the levels normally applied for EMC. These recommendations are provided in Clause 8.
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For cases in which equipment may be placed inside of a shielded rack, tests should be performed on the
rack to ensure that the shielding effectiveness of the enclosure meets the desired specifications and that the
penetration control for cables 1s acceptable. This type of testing can be performed at lower levels, with
external and internal measurements being performed to ensure that the proper attenuation is achieved (e.g.,
IEEE Std 299™-2006 [B18] and IEEE 299.1™-2013 [B19]). This testing should be performed with the
final operational configuration. In addition, any time there 1s a change in the equipment inside of the rack,
the tests should be performed again. Finally, if no changes are made, there i1s still a need to perform
periodic verification tests over time to ensure that the shielding and the penetration control has not
degraded over time. It is noted that the minimum frequency range for these tests is from 100 MHz to 3
GHz, although frequencies as high as 10 GHz may be of interest in special radiated cases. For conducted
transients, tests should be performed for frequencies between 100 kHz and 1 GHz.

If a protection approach is applied to shield an entire building or a portion of a building through the
construction of a shielded room, then a test program should be developed and performed to ensure that the
shielded room meets the design requirements. Low-level tests should be performed after the room
construction is complete (including the penetration of wiring) to ensure that the desired shielding
effectiveness is present (e.g., IEEE Std 299-2006 [B18] and IEC 61000-4-23 [B13]). As in the case of
shielded racks, periodic verification of the shielding effectiveness should be performed using low-level EM
tests. The same frequency range as recommended for shielded racks should be applied at the building level.

7. Monitors and alarms

The inclusion of special EM detectors that sense the presence of an IEMI environment should be
considered. This can be useful to counteract the impact of repetitive IEMI threat waveforms that create
malfunctions. With these detectors, the reason for the problems can be quickly ascertained and security
personnel can use hand-held detectors to find the location of the threat. In addition, it 1s possible to use
detectors with a critical system in order to command the system to take appropriate action, such as
repeating certain computations that may have been made in error by the interference or to power down and
restart.

The requirements for radiated detectors should include the ability to detect CW signals above 100 V/m in
the frequency range of 100 MHz to 3 GHz. For pulsed radiated waveforms, peak fields of 1000 V/m and
higher should be detected with the ability to capture wideband waveforms with pulse widths greater than
200 ps. Both installed and mobile detectors are of value for radiated waveforms, as the fixed detectors
could be placed in the vicinity of critical equipment while mobile detectors could be used by security
personnel to determine the locations of interference sources. Figure 10 shows an example of a mobile
detector.
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Figure 10 —Example of IEMI hand-held mobile detector

[t 1s necessary to note that the main characteristics of radiated disturbances are pulse average power and
pulse frequency rate. Therefore, the detectors of radiated disturbances should also be capable of registering
these characteristics.

Conducted detectors would require a frequency range between 100 kHz and | GHz for continuous
waveforms and would be installed on the wiring leading into a critical system or equipment. For pulsed
waveforms, pulse widths of 1 ns and longer should be detectable, with a peak detectable level of 4 kV and
higher.

When there 1s a necessity to protect data links, then the detectors of conducted disturbances should register
periodically repeating voltage pulses in power cables (or information lines) with a level of tens of volts and
higher. Detectors should measure the pulse average power and pulse frequency rate. With reference to
power cables, the detector should register disturbances between a phase wire and the case of the equipment
in the data transmission system.

As in the case of detectors of radiated disturbances, the detectors of conducted disturbances should have an
adjustable threshold level. When disturbances are higher than the threshold level, then the corresponding
signals should move to emergency protection devices that provide time interruption of the system work or
the changing of an operating mode, or other protection methods.

[n addition to the abovementioned applications, conducted detectors may also be used to determine the
conducted EM environment in critical systems by examining the injection of pulse disturbances in the
power network of a building, both outside and inside of the building. The received data may be used in
order to strengthen the protection (if necessary) by using security methods or EM attenuation methods.
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8. Recommended protection approach

As indicated in this recommended practice, radiated threats are produced from EM weapons whose fields
decrease as 1/r with range. In 4.5, the threat levels of severe and moderate have been defined for both
narrowband and wideband radiated EM threats. The process to be followed for these EM radiated field
threats 1s:

a) Determine the class of the weapon (severe or moderate or both) (4.5.1).
b) Determine the type of EM threat (narrowband or wideband or both) (4.2).

¢) Determine the closest location for a weapon to be placed without arousing suspicion (by
Inspection).

d) Determine the location of the critical electronics inside the building and the range from the closest
location of the EM weapon [by inspection and by calculation using the result from step c)],

¢) Determine the total shielding effectiveness of the building and/or rooms containing the critical
electronics (from the location of the weapon to the location of the critical electronics) (9.3).

f)  Compute the EM field in the room of interest (at the location of the critical electronics) for each
threat case [using the rEpeak value from step a) and step b) and the range from step d)].

g)  Estimate the common mode coupling of the radiated fields to cables in the room (where the critical
electronics are located) connecting the electronics (4.5.1).

h)  Collect susceptibility data for critical equipment from published papers (4.3 and 4.4) or perform
equipment testing by injection to determine upset and damage levels (9.1).

1)  Compare the estimated radiated fields and the coupled voltages to the radiated and conducted
common mode susceptibility levels for the same type of waveform (narrowband or wideband) [step
g) and step h)].

1) Determine the amount of additional EM shielding (in the walls or around the cables) or cable point
of entry surge protection and/or filtering required to reduce the estimated threat below the
susceptibility level of the equipment (6.3), and/or consider IEMI monitors or alarms to determine
when attacks are underway (Clause 7).

For injected conducted EM threats, the process is different in that efforts should be made to eliminate
external access points where a criminal or terrorist could connect a pulser to wiring that enters the building.
This 1s because the injected voltages and/or currents will not attenuate very much with distance, and trying
to protect at the equipment level would be extremely difficult and expensive due to the high levels of
induced voltages and the amount of equipment exposed. Normal security measures, including preventing
physical access to the cable entries (through burial or fencing with security measures) and video monitoring
of those points, should be sufficient. If access cannot be limited, it would be important to provide filtering
or surge protection immediately inside the building for these outside cable entry points. A final possibility
would be to connect monitoring equipment to these lines to determine 1if IEMI disturbances are being
injected into an external cable.

9. Test methods

9.1 Equipment-level test methods

While typical levels of IEMI susceptibility have been determined for modern computer systems, it may be
important in some cases to test critical equipment to determine its specific susceptibility to fast EM
waveforms (testing 1s performed by slowly raising the peak level until malfunctions occur). Tests similar to
those used by the IEEE and the IEC for EMC purposes can be performed to ensure that equipment will
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perform when exposed to IEMI threats without additional rack- or building-level protection. CW radiated
and conducted threats should be applied as well as ESD, EFT, and HEMP-like pulsed waveforms for
radiated and conducted threats. The recommended levels are expected to be considerably higher than those
required for EMC immunity. Two of the most comprehensive immunity equipment test standards for high-
level pulsed transients are IEC 61000-4-25 [B14] and IEC 61000-6-6 [B15]. While these standards deal
strictly with HEMP, they provide a complete strategy for developing and applying test waveforms to
equipment for external EM pulses with rise times on the order of a few ns and with pulse widths on the
order of 20 ns.

9.2 Rack-level test methods

Radiated and conducted shielding effectiveness tests are recommended to evaluate the reduction of the
external threats to manageable levels for the computer equipment inside a rack. Several test methods have
been defined by the IEEE and the IEC for these cases (e.g., IEEE Std 299-2006 [B18] and IEC 61000-4-23
[B13]). The test levels are not at threat level but are instead set at a CW field level consistent with the
ability to measure small signals inside the rack to develop a transfer function versus frequency.

9.3 Building-level test methods

Radiated and conducted shielding effectiveness tests are recommended to evaluate the reduction of the
external building threats to manageable levels for the computer equipment inside the building. Several test
methods have been defined by the IEEE and the [EC for these cases (e.g., IEEE Std 299-2006 [B18] and
IEC 61000-4-23 [B13]). Also, Savage et al. have described a new approach to reduce the time and cost of
making low-level CW measurements that involves the use of radio transmitters in bands between 1 MHz
and 2 GHz [B34]. This method involves taking measurements using plane wave commercial radio signals
outside and inside of a building and using these data to evaluate the effectiveness of the building wall in
reducing any type of IEMI signal.
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