


























FMEA generally deals with individual failure modes and the effect of these failure modes on
the system. Each failure mode is treated as independent. The procedure is therefore
unsuitable for consideration of dependent failures or failures resulting from a sequence of
events. To analyse these situations other methods and techniques, such as Markov analysis
(see IEC 61165) or fault tree analysis (see |IEC 61025), may be required.

In determining the impact of a failure, one must consider higher level induced - resultant
failures and possibly the same level of induced failures. The analysis should indicate,
wherever possible the combination of failure modes or their sequence that was a cause of a
higher level effect. In that case additional modelling is required to estimate the magnitude or
probability of occurrence of such an effect.

FMEA is a flexible tool that can be tailored to meet specific industry or product needs.
Specialized worksheets requiring specific entries may be adapted for certain applications. If
severity levels of failure modes are defined, they may be defined differently for different
systems or different system levels.

4.2 Purpose and objectives of the analysis

The reasons for undertaking Failure Mode Effects Analysis (FMEA) or Failure Mode Effects
and Criticality Analysis (FMECA) may include the following:

a) to identify those failures which have unwanted effects on system operation, e.g. preclude
or significantly degrade operation or affect the safety of the user;
b) to satisfy contractual requirements of a customer, as applicable;

c) to allow improvements of the system’s reliability or safety (e.g. by design modifications or
quality assurance actions);

d) to allow improvement of the system’s maintainability (by highlighting areas of risk or
nonconformity for maintainability).

In view of the above reasons for undertaking a FMEA effort, the objectives of an FMEA (or
FMECA) may include the following:

a) a comprehensive identification and evaluation of all the unwanted effects within the
defined boundaries of the system being analysed, and the sequences of events brought
about by each identified item failure mode, from whatever cause, at various levels of the
system’s functional hierarchy;

b) the determination of the criticality or priority for addressing/mitigation (see Clause 6) of
each failure mode with respect to the system’s correct function or performance and the
Impact on the process concerned,;

c) a classification of identified failure modes according to relevant characteristics, including
their ease of detection, capability to be diagnosed, testability, compensating and operating
provisions (repair, maintenance, logistics, etc.);

d) identification of system functional failures and estimation of measures of the severity and
probability of failure;

e) development of design improvement plan for mitigation of failure modes;

f) support the development of an effective maintenance plan to mitigate or reduce likelihood
of failure (see IEC 60300-3-11).

NOTE When criticality or probability of occurrence is addressed, the comments regard FMECA methodology.
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5 Failure modes and effects analysis

5.1 General considerations

Traditionally there have been wide variations in the manner in which FMEA is conducted and
presented. The analysis is usually done by identifying the failure modes, their respective
causes and immediate and final effects. The analytical results can be presented on a
worksheet that contains a core of essential information for entire system and details
developed for that specific system. It shows the ways the system could potentially fail, the
components and their failure modes that would be the cause of system failure, and the
cause(s) of occurrence of each individual failure mode.

The FMEA effort applied to the complex products might be very extensive. This effort may be
sometimes reduced by having in mind that design of some subassemblies or their parts may
not be entirely new and by identifying parts of the product design that are a repetition or a
modification of a previous product design. The newly constructed FMEA should use
iInformation on those existing subassemblies to the highest possible extent. It must also point
to the need for eventual test or full analysis of the new features and items. Once a detailed
FMEA is created for one design, it can be updated and improved for the succeeding
generations of that design, which constitutes a significantly less effort than the entirely new
analysis.

When using an existing FMEA from a previous product version, it is essential to make sure
that the repeated design is indeed used in the same manner and under the same stresses as
the previous design. The new operational or environmental stresses may require review of the
previously completed FMEA. Different environmental and operational stresses may require an
entirely new FMEA to be created in view of the new operational conditions.

The FMEA procedure consists of the following four main stages:
a) establishment of the basic ground rules for the FMEA and planning and scheduling to
ensure that the time and expertise is available to do the analysis;

b) executing the FMEA using the appropriate worksheet or other means such as a logic
diagrams or fault trees;

c) summarizing and reporting of the analysis to include any conclusions and
recommendations made;

d) updating the FMEA as the development activity progresses.

5.2 Preliminary tasks
5.2.1 Planning for the analysis

FMEA activities, follow up activities, procedures, relationship with other reliability activities,
processes for management of corrective actions and for their closure, and milestones, should
be integrated into the overall program plan.

The reliability program plan should describe the FMEA analysis method to be used. This
description may be a summary description or a reference to a source document containing the
method description.

This plan should contain the following points.

— clear definition of the specific purposes of the analysis and expected results;

— the scope of the present analysis in terms of how the FMEA should focus on certain
design elements. The scope should reflect the design maturity, elements of the design
that may be considered to be a risk because they perform a critical function or because of
immaturity of the technology used;

— description of how the present analysis supports the overall project dependability;
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— identified measures used for control of the FMEA revisions and the relevant
documentation. Revision control of the analysis documents and worksheets and archive
methods should be specified;

— participation of design experts in the analysis so that they are available when needed;

— key project schedule milestones clearly marked to ensure the analysis is executed in a
timely manner;

— manner of closure of all actions identified in the process of mitigation of identified failure
modes that need to be addressed.

The plan should reflect the consensus of all participants and should be approved by project
management. Final review of the completed FMEA in the final stage of the design of a product
or its manufacturing process (process FMEA) identifies all of the recorded actions for
mitigation of failure modes of concern and the manner of their closure.

5.2.2 System structure
5.2.2.1 Information on system structure
The following items need to be included into the information on system structure:

a) different system elements with their characteristics, performances, roles and functions;
b) logical connections between elements;

c) redundancy level and nature of the redundancies;

d) position and importance of the system within the whole facility (if possible);

e) inputs and outputs of the system:;

f) changes in system structure for varying operational modes.

Information pertaining to functions, characteristics and performances are required for all
system levels considered up to the highest level so that FMEA could properly address failure
modes that preclude any of those functions.

5.2.2.2 Defining system boundary for the analysis

The system boundary forms the physical and functional interface between the system and its
environment, including other systems with which the analysed system interacts. The definition
of the system boundary for the analysis should correspond to the boundary as defined for
design and maintenance. This should apply to a system at any level. Systems and/or
components outside the boundaries should explicitly be defined for exclusion.

The definition of the system boundary is more likely to be influenced by design, intended use,
source of supply, or commercial criteria rather than the optimum requirements of the FMEA.
However, where it is possible to define the boundaries to facilitate the system FMEA and its
integration with other related studies in the programme, such action is preferable. This is
especially so if the system is functionally complex with multiple interconnections between
items within the boundary and multiple outputs crossing the boundary. In such cases it could
be advantageous to define a study boundary from functional rather than hardware and
software point of view to limit the number of input and output links to other systems. This
would tend to reduce the number of system failure effects.

Care should be taken to ensure that other systems or components outside the boundaries of
the subject system are not forgotten, by explicitly stating that they are excluded from the
particular study.
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5.2.2.3 Levels of analysis

It is important to determine the indenture level in the system that will be used for the analysis.
For example, systems can be broken down by function or into subsystems, replaceable units,
or individual components (see Figure 1). Ground rules for selecting the system indenture
levels for analysis depend on the results desired and the availability of design information.
The following guidelines are useful.

a) The highest level within the system is selected from the design concept and specified
output requirements.

b) The lowest level within the system at which the analysis is effective is that level for which
information is available to establish definition and description of functions. The selection
of the appropriate system level is influenced by previous experience. Less detailed
analysis may be justified for a system based on a mature design, with a good reliability,
maintainability and safety record. Conversely, greater details and a correspondingly lower
system level are indicated for any newly designed system or a system with unknown
reliability history.

c) The specified or intended maintenance and repair level may be a valuable guide in
determining lower system levels.
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Figure 1 — Relationship between failure modes and failure effects in a system hierarchy

In the FMEA, the definitions of failure modes, failure causes and failure effects depend on the
level of analysis and system failure criteria. As the analysis progresses, the failure effects
identified at the lower level may become failure modes at the higher level. The failure modes
at the lower level may become the failure causes at the higher level, and so on.

When a system is broken down into its elements, effects of one or more of the failure mode
causes make a failure mode, which in turn is a cause of the higher level effect, a part failure.
Part failure is then the cause of a module failure (effect), which in itself is a cause of a
subsystem failure. The effect of a cause of one system level thus becomes a cause of another
effect at a higher level. The above rationale is shown in Figure 1.
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5.2.2.4 Representation of system structure

Symbolic representations of the system structure and operation, especially diagrams, are very
useful to aid the analysis.

Simple diagrams should be created, highlighting all the functions essential to the system. In
the diagram, the blocks are linked together by lines that represent the inputs and outputs for
each function. Usually, the nature of each function and each input needs to be precisely
described. There may be several diagrams to cover different phases of system operation.

As the system design progresses, a component block diagram can be created with blocks
representing actual components or parts. With this additional knowledge more precise
identification of potential failure modes and causes becomes possible.

The diagrams should display any series and redundant relationships among the elements and
the functional interdependencies between them. This allows the functional failures to be
tracked through the system. More than one diagram may be needed to display the alternative
modes of system operation. Separate diagrams may be required for each operational mode.
As a minimum, the block diagram should contain the following:

a) breakdown of the system into major subsystems including functional relationships;

b) all appropriately labelled inputs and outputs and identification numbers by which each
subsystem is consistently referenced;

c) all redundancies, alternative signal paths and other engineering features which provide
protection against system failures.

5.2.2.5 System initiation, operation, control and maintenance

The status of the different operating conditions of the system should be specified, as well as
the changes in the configuration or the position of the system and its components during the
different operational phases. The minimum performances demanded of the system should be
defined such that success and/or failure criteria can be clearly understood. Such specific
requirements as availability or safety should be considered in terms of specified minimum
levels of performance to be achieved and maximum levels of damage or harm to be accepted.
It is necessary to have an accurate knowledge of

Ay

the duration of each function the system may be called upon to perform;

O o

)

) the time interval between periodic tests;

) the time available for corrective action before serious consequences occur to the system;
)

o

the entire facility, the environment and/or the personnel, including interfaces and
interactions with operators;

e) operating procedures during system start-up, shut-down and other operational transitions;
f) control during the operational phases;

g) preventive and/or corrective maintenance;

h) procedures for routine testing, if employed.

It has been stated that one of the uses of FMEA is to assist in the development of the
maintenance strategy. However, if the latter has been pre-determined, information on

maintenance facilities, equipment and spares should be known for both preventive and
corrective maintenance.

5.2.2.6 System environment

The environmental conditions of the system should be specified, including ambient conditions
and those created by other systems in the vicinity. The system should be delineated with
respect to its relationships, dependencies, or interconnections with auxiliary or other systems
and human interfaces.
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At the design stage these facts are usually not all known and therefore approximations and
assumptions will be needed. As the project progresses, the data will have to be augmented
and the FMEA modified to allow for new information or changed assumptions or approxi-
mations. Often the FMEA will be helpful in defining the required conditions.

5.2.3 Failure mode determination

Successful operation of a given system is subject to the performance of certain critical system
elements. The key to evaluation of system performance is the identification of those critical
elements. The procedures for identifying failure modes, their causes and effects can be
effectively enhanced by the preparation of a list of failure modes anticipated in the light of the
following:

a) the use of the system;

b) the particular system element involved;

c) the mode of operation;

d) the pertinent operational specifications;

e) the time constraints;

f) the environmental stresses;

g) the operational stresses.

An example list of general failure modes is given in Table 1.

Table 1 — Example of a set of general failure modes

1 Failure during operation

2 Failure to operate at a prescribed time

3 Failure to cease operation at a prescribed time
4 Premature operation

NOTE This listing is an example only. Different lists would be required for different types of systems.

Virtually every type of failure mode can be classified into one or more of these categories.
However, these general failure mode categories are too broad in scope for definitive analysis;
consequently, the list needs to be expanded to make the categories more specific. When used
In conjunction with performance specifications governing the inputs and outputs on the
reliability block diagram, all potential failure modes can be identified and described. It should
be noted that a given failure mode may have several causes.

It is important that evaluation of all items within the system boundaries at the lowest level
commensurately with the objectives of the analysis is undertaken to identify all potential
failure modes. Investigation to determine possible failure causes and also failure effects on
subsystem and system function can then be undertaken.

Iltem suppliers should identify the potential item failure modes within their products. To assist
this function typical failure mode data can be sought from the following areas:

a) for new items, reference can be made to other items with similar function and structure
and to the results of tests performed on them under appropriate stress levels;

b) for new items, the design intent and detailed functional analysis yields the potential failure
modes and their causes. This method is preferred to the one in a), because the stresses
and the operation itself might be different from the similar items. An example of this
situation may be the use of a signal processor different than the one used in the similar
design;

c) for items in use, in-service records and failure data may be consulted;
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d) potential failure modes can be deduced from functional and physical parameters typical of
the operation of the item.

It is important that item failure modes are not omitted for lack of data and that initial estimates
are improved by test results and design progression. The FMEA should record the status of
such estimates.

The identification of failure modes and, where necessary, the determination of remedial
design actions, preventative quality assurance actions or preventative maintenance actions is
of prime importance. It is more important to identify and, if possible, to mitigate the failure
modes effects by design measures, than to know their probability of occurrence. When it is
difficult to assign priorities, criticality analysis may be required.

5.2.4 Failure causes

The most likely causes for each potential failure mode should be identified and described.
Since a failure mode can have more than one cause, the most likely potential independent
causes for each failure mode need to be identified and described.

The identification and description of failure causes is not always necessary for all failure
modes identified in the analysis. |Identification and description of failure causes, as well as
suggestions for their mitigation should be done on the basis of the failure effects and their
severity. The more severe the effects of failure modes, the more accurately failure causes
should be identified and described. Otherwise, the analyst may dedicate unnecessary effort
on the identification of failure causes of such failure modes that have no or a very minor effect
on system functionality.

Failure causes may be determined from analysis of field failures or failures in test units. When
the design is new and without precedent, failure causes may be established by eliciting the
opinion of experts.

When the causes of each failure mode are identified the recommended action will be
evaluated based on their estimated probability of occurrence and the severity of their effect.

5.2.5 Failure effects
5.2.5.1 Failure effects definition

A failure effect is the consequence of a failure mode in terms of the operation, function or
status of a system (see definition 3.4). A failure effect may be caused by one or more failure
modes of one or more items.

The consequences of each failure mode on system element operation, function, or status
need to be identified, evaluated and recorded. Maintenance activities and system objectives
should also be considered whenever pertinent. A failure effect may also influence the next
level up and ultimately the highest level under analysis. Therefore, at each level, the effect of
failures on the level above should be evaluated.

5.2.5.2 Local failure effects

The expression “local effects” refers to the effects of the failure mode on the system element
under consideration. The consequences of each possible failure on the output of the item
should be described. The purpose of identifying the local effects is to provide a basis for
judgement when evaluating existing alternative provisions or devising recommended
corrective actions. In certain instances, there may not be a local effect beyond the failure
mode itself.
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5.2.5.3 Failure effects at the system level

When identifying end effects, the impact of a possible failure on the highest system level is
defined and evaluated by the analysis of all intermediate levels. The end effect described may
be the result of multiple failures. (For example, failure of a safety device results in a
catastrophic end effect only in the event that both the safety device fails and the prime
function for which the safety device is designed goes beyond allowed limits.) These end
effects resulting from a multiple failure should be indicated on the worksheets.

5.2.6 Detection methods

For each failure mode, the analyst should determine the way in which the failure is detected
and the means by which the user or maintainer is made aware of the failure. Failure detection
may be implemented by an automatic feature of the design (built-in-test), establishment of a
special checkout procedure before system operation or by inspection during maintenance
activities. It may be implemented at start up of the system or continuously during operation or
at prescribed intervals. In either case failure detection and its annunciation should preclude a
hazardous operating condition.

Failure modes other than the one being considered which give rise to an identical
manifestation should be analysed and listed. The need for separate detection of failure of
redundant elements during operation should be considered.

For a design FMEA detection considers how likely, when, and where a design deficiency will
be identified (by review, by analysis, by simulation, by test, etc.). For a process FMEA
detection considers how likely and where in the process a deficiency can be identified and
with which probability e.g. by operator, by statistical process control, by quality check
procedure or by later steps in the process.

5.2.7 Failure compensating provisions

The identification of any design features at a given system level or other provisions that have
the ability to prevent or reduce the effect of the failure mode is of an extreme importance.
Thus the FMEA should clearly show the true behaviour of such a feature in the presence of
that failure mode. Other provisions against failure that need to be recorded in the FMEA
include the following:

a) redundant items that allow continued operation if one or more elements fail;

b) alternative means of operation;

c) monitoring or alarm devices;

d) any other means of permitting effective operation or limiting damage.

During a design process, the functional elements (hardware and software) of an item may be

repeatedly rearranged or reconfigured or its capability may be changed. At each stage, the
relevancy of the identified failure modes and the FMEA should be updated or even repeated.

5.2.8 Severity classification

Severity is an assessment of the significance of the failure mode’s effect on item operation.
The classification of the severity effects is highly dependent on the FMEA application and is
developed in consideration of several factors:

— the nature of the system in relation to possible effects on users or the environment
resulting from failure;

— the functional performance of the system or process;
— any contractual requirements imposed by the customer;
— government or industry safety requirements;

— requirements implied by a warranty.
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Table 2 illustrates an example of a set of qualitative severity classification for a product for
one of the FMEA types.

Table 2 — lllustrative example of a severity classification for end effects

Class Severity level Consequence to persons or environment

IV Catastrophic A failure mode which could potentially result in the failure of the system's
primary functions and therefore causes serious damage to the system and
its environment and/or personal injury.

1 Critical A failure mode which could potentially result in the failure of the system's
primary functions and therefore causes considerable damage to the system
and its environment, but which does not constitute a serious threat to life or

injury.
I Marginal A failure mode, which could potentially degrade system performance
function(s) without appreciable damage to system or threat to life or injury.
I Insignificant A failure mode which could potentially degrade the system's functions but
will cause no damage to the system and does not constitute a threat to life
or injury.

5.2.9 Frequency or probability of occurrence

The frequency or probability of occurrence of each failure mode should be determined in
order to adequately assess the effect or criticality of the failure mode.

For determination of the probability of occurrence of the failure mode, besides published
Information regarding the failure rate, it is very important to consider the operational profile
(environmental, mechanical, and/or electrical stresses applied) of each component that
contribute to its probability of occurrence. This is because the component failure rates, and
consequently failure rate of the failure mode under consideration, in most cases increase
proportionally with the increase of applied stresses with the power law relationship or
exponentially. Probability of occurrence of the failure modes for the design can be estimated
from

- data from the component life testing,

- available databases of failure rates,

- field failure data,

- failure data for similar items or for the component class.

When probability of occurrence is estimated, the FMEA must address the time period for
which the estimations are made. It usually is the warranty period or the predetermined life
period of that item or product.

The application of frequency and probability of occurrence will be further explained in the
description of the criticality analysis.

5.2.10 Analysis procedure

The flow chart given in Figure 2 shows how the analysis proceeds.
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Figure 2 — Analysis flowchart
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5.3 Failure mode, effects, and criticality analysis (FMECA)
5.3.1 Purpose of analysis

Symbol C added to FMEA denotes that the failure mode analysis yields also the criticality
analysis. Criticality determination implies addition of a qualitative measure of magnitude of a
failure mode effect. Criticality has a multitude of definitions and measures, most of which
assume a similar meaning: impact or importance of a failure mode that would demand it to be
addressed and mitigated. Some of those measures are explained in 5.3.2 and 5.3.4. The
purpose of a criticality analysis is to quantify the relative magnitude of each failure effect as
an aid to decision making, so that with a combination of criticality and severity, priority for
action to mitigate or minimize effect of certain failures may be set.

5.3.2 Risk, R, and risk priority number (RPN)

One of the methods of quantitative determination of criticality is the Risk Priority Number,
RPN. Risk is here evaluated by a subjective measure of the severity of the effect and an
estimate of the expected probability of its occurrence for a predetermined time period
assumed for analysis. In some cases where these measures are not available, it may become
necessary to refer to a simpler form of a non-numeric FMEA.

A general relation regarding a measure of a potential risk, R, in a FMECA is in some analysis
types expressed as follows:

R=85=P

where

S s @ non-dimensional number that stands for severity, i.e. an estimate of how strongly
the effects of the failure will affect the system or the user.

P s also a non-dimensional number that denotes probability of occurrence. When it is less
than 0,2 it can be substituted by criticality number that is used in some quantitative
FMEA methods, C, explained in 5.3.4, i.e. an estimate of the likelihood that the failure
effect will occur.

Some FMEA or FMECA applications distinguish additionally the level of failure detection at
system level. In these applications an additional category for failure detection, D (also a non-
dimensional number), is employed to form a risk priority number, RPN:

RPN =8S=x0xD

where

0 denotes probability of occurrence of a failure mode for a predetermined or stated time
period — even though it may be defined as a ranking number rather than the actual
probability of occurrence;

D means detection, i.e. an estimate of the chance to identify and eliminate the failure
before the system or customer is affected. This number is usually ranked in reverse
order from the severity or occurrence numbers: the higher the detection number, the
less probable the detection is. The lower probability of detection consequently leads to
a higher RPN, and a higher priority for resolution of the failure mode.

Risk priority number may then be used for prioritization in addressing the mitigation of failure
modes. In addition to the magnitude of the risk priority number, the decision for mitigation is
primarily influenced by the severity of the failure mode, meaning that if there are failure
modes with similar or identical RPN, the failure modes that are to be addressed first are those
with the high severity numbers.

These relations can be evaluated numerically either on a continuous or discrete scale (a finite
number of defined values).
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The failure modes are then ordered with respect to their RPN and high priority is assigned to
high RPN. In some applications effects with a RPN exceeding a defined threshold are not
acceptable, while in other applications, the high importance is given to the high severity
numbers, regardless of the RPN value.

Different types of FMECA assign different scales for the values of S, O, and D. Some are 1
through 4 or 5, some, such as the FMECA used widely in the automotive industry for analysis
of design and production process, known as DFMEA and PFMEA, use scales for all of the
three attributes from 1 through 10.

5.3.3 Relationship between FMECA and risk analysis

Criticality combined with severity is a measure of risk, which differs from the usually accepted
measures of risk only in the less rigorous, and hence often less costly, approach to its
evaluation. The difference shows not only in the manner of prediction of the severity of a
failure effect but also that far less complex interaction between the contributing factors can be
modelled in the typical bottom-up procedure applied in a FMECA. Also FMECA usually results
in a relative ranking of the contributions to the overall risk, while a risk analysis for high-risk
systems generally aims at risk acceptability. However for low-risk and low-complexity systems
FMECA may be a very cost-effective and appropriate method. Whenever during the FMECA
the likelihood of high-risk effects is recognized it is advised that a probabilistic risk analysis
(PRA) should be used in preference to a FMECA.

A FMECA should therefore not be used as the single basis for judging whether or not the risk
of a particular effect of a high-risk or high-complexity system is acceptably small, even if the
estimate of frequency and severity is based on trustworthy data. This would be the task of a
probabilistic risk analysis, where also more influential parameters (and their interactions) can
be taken into account, e.g. exposure time, probability of avoidance, latency of failures, fault
detection mechanisms.

Using the failure effects identified by the FMEA each effect is allocated to an appropriate
severity class. A frequency for the event is calculated from failure data or estimates for the
part concerned. Multiplied with the mission time of concern, the frequency yields a criticality
number, which can then be applied to a scale either in accordance with its own value, or, if
the scale represents probability of event occurrence, then this probability of occurrence is
measured per the scale. The severity class and criticality (or probability of occurrence) class
for each effect together constitute the magnitude of the effect. Two major criticality
assessment approaches can be distinguished: the criticality matrix approach and the risk
priority numbers (RPN) concept.

5.3.4 Failure mode failure rate, probability, and criticality number determination

If failure rates for the failure modes of like items are available, and those were determined
under environmental and operational conditions similar to those assumed for the system
being analysed, the event frequencies for the effects can be added directly to the FMECA. If,
as is more often the case, failure rates are available for items, rather than for failure modes,
and for different environmental or operating conditions, the failure rates of the failure modes
need to be calculated. In general the following relation holds:

A=A xa; x b
where
A denotes the estimate of failure rate for failure mode /i assumed constant.
A; stands for the failure rate of the component ;.
Q; s the failure mode ratio of failure mode i, i.e. the probability that the item will have
failure mode .
B is the conditional probability of the failure effect given the failure mode ;.
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The major deficiencies of this approach are the implicit assumption of constant failure rate
and that many of the factors are predictions or best guesses only. This is especially the case
when the system components cannot have an associated failure rate, just the calculated
failure probability for the specific application, its duration, and associated stresses, such as
mechanical components and systems.

Environmental, loading and maintenance conditions different from those relating to the failure
rate data are accounted for by a modifying factor. Guidance on appropriate values for this
modification may be found in publications dealing with reliability data. A special care needs to
be exercised to ensure that the chosen modifiers are correct and applicable for the specific
system and its operating conditions.

In some applications, such as quantitative approach to criticality analysis, a failure mode
criticality number C; (unrelated to the general term “criticality” that can assume different

meanings) is used instead of a failure mode failure rate A, .The criticality number makes a
connection between the conditional failure frequency and the time of operation, which then
may help get a more realistic assessment of a failure mode risk during the predetermined
period of the product use.

{’T.i'. — A i e r_,."

{,Tr' =A.fxﬂ'fxﬁf}irj

where ¢, denotes the time of component operation during the entire predetermined time used
for FMECA, for which the probability is evaluated — time of active component operation.

Criticality number for the component having m failure modes is then
m
C; =Z£ij- xayx P xt,;
i=1

It is to be noted that the criticality number is not related to the term criticality itself. It is just a
value calculated for some FMECA types in context that it is a relative measure of the
consequence of a failure mode and its probability of occurrence. Here, criticality number is a
measure of risk, and not the measure of probability of occurrence.

To determine P,, the failure mode probability of occurrence for a time ¢, from the calculated
criticality:

P=1-e "

With a rough approximation, when the failure rates of failure modes and the resultant
criticality numbers are small, it can be said that for probabilities of occurrence less than 0,2
(where criticality would be equal to 0,223), values of criticality number and probability of

failure are very similar.

In case of variable failure rates or failure frequencies, probability of occurrence is to be
calculated rather than the criticality which is based on the assumption of a constant failure

rate (frequency).

5.3.4.1 Criticality matrix

Criticality can be presented on a criticality matrix, as shown in Figure 3. It should be noted
that there is no universal definition of criticality but that criticality needs to be defined by the
analyst and accepted by the project or programme management. The definitions differ widely
between different application sectors.
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High risk

(A)

4 Failure
(B) mode 1

(C)

2 Failure mode
(D) 2

Likelihood — probability of occurrence

Low risk
(E)

Severity

Figure 3 — Criticality matrix IEC 2642/05

In Figure 3 it is implied that the severity increases with the ascending order of numbers,
where number IV has the highest severity (loss of human life and/or mission/operation,
Injury). It is also implied that likelihood of occurrence, on the Y-axis is also represented in
ascending order. If the highest probability of occurrence category does not exceed a value
0,2, probability of occurrence and criticality values are approximately equal to each other.
One of the matrices that is often seen has the following scale:

Criticality number 1 or E, Improbable, probability of occurrence: 0 = P, < 0,001
Criticality number 2 or D, Remote, probability of occurrence: 0,001 = P, < 0,01
Criticality number 3 or C, Occasional, probability of occurrence: 0,01 = P, < 0,1
Criticality number 4 or B, Probable, probability of occurrence: 0,1 = P, < 0,2

Criticality number 5 or A, Frequent, probability of occurrence: P, = 0,2

Figure 3 is presented as an example only. Other methods may present criticality or severity
with different labels and with different definitions.
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In the example given by Figure 3, failure mode 1 has a higher likelihood of occurrence than
failure mode 2, which in turn has a higher severity. The decision which failure mode has
higher priority to be addressed depends on the scaling of the severity and frequency classes
and the ranking principles. While in a linear scaling failure mode 1 (as usually suggested by
the matrix) would have a higher criticality (or probability of occurrence) than failure mode 2,
there may be applications where severity has absolute priority over frequency thus making
failure mode 2 the more critical failure mode. Another evident observation is that only failure
modes related to the same system indenture level may be meaningfully compared with the
criticality matrix because for low-complexity systems failure modes on a lower level usually
tend to have a lower frequency.

The criticality matrix (as shown in Figure 3) can be applied qualitatively and quantitatively as
explained above.

5.3.5 Risk acceptability assessment

When the required end product of the analysis is a criticality matrix, this can be plotted from
the allocated severities and the event frequencies. Risk acceptability is defined subjectively or
Is driven by professional and financial decisions and varies in different industry types. Table 3
gives some examples of risk acceptability classes and a modified criticality matrix.

Table 3 — Risk/criticality matrix

Severity levels

Frequency of occurrence

of failure effect 1 2 3 4

Insignificant Marginal Critical Catastrophic

5. Frequent Undesirable Intolerable Intolerable Intolerable
4: Probable Tolerable Undesirable Intolerable Intolerable
3: Occasional Tolerable Undesirable Undesirable Intolerable
2: Remote Negligible Tolerable Undesirable Undesirable
1: Improbable Megligible MNeagligible Tolerable Tolerable

5.3.6 FMECA types with the ranking scales

FMECA types described in 5.3.2 are very commonly used in the automobile industry for
analysis of product design as well as for the analysis of the production process for that
product.

The analysis methodology is the same as described in general form FMEA/FMECA except the
definitions are predetermined in three tables prepared for Severity, S, Occurrence, O, and for
the Detection, D.

5.3.6.1 Alternate severity determination

Table 4 gives an example of severity ratings that are primarily used in the automotive
industry.
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Table 4 — Failure mode severity

Severity Criteria Ranking
None No discernible effect. 1
Very minor Fit and finish/squeak and rattle item does not conform. Defect noticed by 2
discriminating customers (less than 25 %).

Minor Fit and finish/squeak and rattle item does not conform. Defect noticed by 50 % of 3
customers.

Very low Fit and finish/squeak and rattle item does not conform. Defect noticed by most 4
customers (greater than 75 %).

Low Vehicle/item operable but comfort/convenience item(s) operable at a reduced level 5
of performance. Customer somewhat dissatisfied.

Moderate Vehicle/item operable but comfort/convenience item(s) inoperable. Customer 6
dissatisfied.

High Vehicle/item operable but at a reduced level of performance. Customer very 7
dissatisfied.

Very high Vehicle/item inoperable (loss of primary function)

Hazardous Very high severity ranking when a potential failure mode affects safe vehicle

with warning operation and/or involves non-compliance with government regulation with warning.

Hazardous Very high severity ranking when a potential failure mode affects safe vehicle 10

without operation and/or involves non-compliance with government regulation without

warning warning.

NOTE From SAE J1739.

A severity rank is allocated to the failure effect from each failure mode based on the severity
of the effect on the overall system performance and safety in the light of the system
requirements, objectives and constraints, in view of the vehicle as a system. This is most
readily done on the FMECA sheet. The determination of severity according to Table 4 is very
straightforward for severity numbers 6 and up. Determination of severity from 3 through 5 may

be subjective.

5.3.6.2 Alternate determination of occurrence

Table 5 (also borrowed from the automotive industry) gives examples of qualitative
occurrence measures, which may be used in the RPN concept.

Table 5 — Failure mode occurrence related to frequency and probability of occurrence

Failure mode occurrence Rating, O Frequency Probability
Remote: 1 < 0,010 per thousand < 1x10-5
Failure is unlikely vehicles/items
Low: 2 0,1 per thousand vehicles/items 1x10-
Fhalaie i il e 3 0.5 per thousand vehicles/items 5x10—4
Moderate: 4 1 per thousand vehicles/items 1x10-3
Bl Ll LT 5 2 per thousand vehicles/items 2x10-3

6 5 per thousand vehicles/items 5x10-3
High: 7 10 per thousand vehicles/items 1x10-2
Pl T 8 20 per thousand vehicles/items 2x10-2
Very high: 9 50 per thousand vehicles/items 5x10-2
P e et e s 10 >100 in thousand vehicles/items >1x10-1

NOTE Source: AIAG: Potential Failure Mode and Effects Analysis, FMEA, Third Edition.
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It should be noted that in Table 5 the term “frequency” is used as a ratio of occurrence in
number of opportunities during a mission or designated lifetime, which can be compared to a
“fraction failed” or probability of occurrence, and the corresponding probabilities merely reflect
this fraction. For example, a failure mode which is rated with an O value of 9 would cause
failure of one of three systems during a predetermined mission period. Here, determination of
this probability of occurrence must be related to the time period of interest. It is advisable to
state this time period in the heading of the analysis.

The best practice is applied when the probability of occurrence is calculated for the
components and their failure modes based on their own specific failure rates under the
applied expected stresses (environmental and operational). When that information is not
available, an estimate may be assigned, but, while doing so, the analysis team must keep in
mind the meaning of the occurrence numbers — the number of occurrences per a thousand
vehicles in the predetermined time used for the analysis (warranty, vehicle life, or other); it is
the calculated or estimated probability of occurrence of that failure mode in a time period of
interest. It is also to be noted that, unlike the severity scale, occurrence scale is not linear
and also is not logarithmic. Therefore, it should be kept in mind that the resultant RPN
number when calculated and evaluated is also not linear and must be addressed with a
special care.

5.3.6.3 Rating of failure detection probability

In the RPN concept, the likelihood that a failure will be detected has to be estimated; that is,
the probability that the design features/aids or verification procedures will detect potential
failure modes in time to prevent a system-level failure. For a process application (process
FMEA, or PFEMEA), this refers to the probability that a set of process controls currently in
place will be in a position to detect and isolate a failure before it gets transferred to the
subsequent processes or to the ultimate product output.

In particular for generic products, which may be used in several different systems and
applications, the probability of detection may be difficult to estimate.

Table 6 gives one of the methods of detection criteria, as used in the automotive industry.

Table 6 — Failure mode detection evaluation criteria

Detection Criteria: Likelihood of detection by Design Control Ranking

Almost certain Design Control will almost certainly detect a potential cause/mechanism and 1
subsequent failure mode

Very high Very high chance the Design Control will detect a potential cause/mechanism 2
and subsequent failure mode

High High chance the Design Control will detect a potential cause/mechanism and 3
subsequent failure mode

Moderately high Moderately high chance the Design Control will detect a potential 4
cause/mechanism and subsequent failure mode

Moderate Moderate chance the Design Control will detect a potential cause/mechanism <]
and subsequent failure mode

Low Low chance the Design Control will detect a potential cause/mechanism and 6
subsequent failure mode

Very low Very low chance the Design Control will detect a potential cause/mechanism and 7
subsequent failure mode

Remote Remote chance the Design Control will detect a potential cause/mechanism and 8
subsequent failure mode

Very remote Very remote chance the Design Control will detect a potential cause/mechanism 9
and subsequent failure mode

Absolutely Design Control will not and/or cannot detect a potential cause/mechanism and 10

uncertain subsequent failure mode; or there is no Design Control

NOTE Source: AIAG: Potential Failure Mode and Effects Analysis, FMEA, Third Edition.
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5.3.6.4 Risk evaluation

This very intuitive approach described above shall be followed by a ranking of priority of
actions to be performed to assure the best level of safety to the customer. For example, a
failure mode with high severity, low rate of occurrence and very high detection (say 10, 3 and
2 respectively) may have a much lower RPN (here 60) than one which has all average
parameters (say 5 in each case resulting in a RPN of 125). Thus additional procedures are
often defined, to ensure that failure modes with high severity ranking (say 9 or 10) are given
priority and are mitigated first. In that case, the decision should be guided by the magnitude of
severity, rather than RPN alone. In all cases, a good practice is to view severity rank of a
faillure mode along with the RPN for a better decision-making process.

Risk priority numbers are also determined in other FMEA methods, especially those that are
primarily qualitative.

With the above tables, RPNs are calculated and often used as a guide for failure mode
mitigation. The words of caution from 5.3.2 must be remembered and the RPN deficiencies
must be kept in mind.

Some of the deficiencies of the RPN are as follows:

— gaps in the ranges: 88% of the range is empty, only 120 of 1000 numbers are generated,
— duplicate RPNs: for several combinations where different factors lead to the same RPN,

— sensitivity to small changes: a small change in one factor has a much larger effect when
the other factors are larger than when they are small (example: 9x9x3 = 243, and 9x9x4 =
324 versus 3x4x3 = 36 and 3x4x4=48),

— Inadequate scaling: the ratios on occurrence table are not proportional or linear; e.g. the
ratio can be 2,5 or 2 between the two consecutive ratings,

— inadequate scale of RPN. The differences in RPN number might appear negligible while in
fact significant. An example would be: the values: S=6, O =4, D = 2, would produce an
RPN = 48, while S=6, O =5, and D = 2 would produce RPN = 60. The second RPN is not
twice the first number, while in fact O = 5 is twice the probability of occurrence with O = 4.
Therefore the RPN numbers should not be compared linearly.

— misleading conclusions from RPN comparison as the scales are ordinal and not rational.

Review of an RPN requires caution and good judgment. A good practice would require a
thorough review of the values for the Severity, Occurrence, and Detection, before forming an
opinion and undertaking corrective measures.

5.4 Report of analysis
5.4.1 Scope and content of a report

The report on the FMEA may be included in a wider study or may stand alone. In either case,
the report should include a summary and a detailed record of the analysis and the block or
functional diagrams which define the system structure. The report should also contain a list of
the drawings (including issue status) on which the FMEA is based.

5.4.2 Effects summary

A listing of the failure effects on a specific system highlighted by the FMEA should be
prepared. Table 7 gives a typical set of failure effects for a motor vehicle starter motor and
circuitry.
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Table 7 — Example of a set of failure effects
(for a motor vehicle starter)

1 Starter motor fails to operate

2 Starter motor speed less than specified
3 Starter motor fails to engage ring gear
4 Starter motor operates prematurely

NOTE 1 This list is an example only. Each system or subsystem being analysed will have its own set of failure
effects.

A failure effects summary may be required in order to determine the probability of failure of
the system resultant from the listed failure effects and to establish priorities for remedial or
preventive actions. The failure effects summary should be based on the list of end failure
effects and should contain details of the item failure modes contributing to each failure effect.
The probability of occurrence for each of the failure modes is calculated for the established
pre-determined time period of item use as well as for the expected use profile and stresses.
Table 8 illustrates an example of failure effects summary.

Table 8 — Example of a failure effects probability

Number Effect Contributing failure mode Failure effect probability
reference of occurrence
1 Starter motor fails to operate 1,3,7,8,9, 16, 21, 22 Bx10-3
2 Starter motor speed less than 6, 11,12, 19, 20 6x10-4
specified
3 Starter motor fails to engage ring gear | 2, 4,5, 10, 13 1,1x10-5
4 Starter motor operates prematurely 14, 15,17, 18 3,6x10-7

NOTE 2 This table can be constructed for other qualitative and quantitative rankings of an item or a system.

The summary should also contain a brief description of the method of analysis and the level to
which it was conducted, the assumptions and the ground rules. In addition it should include
listings of the following:

a) failure modes, that result in serious effects;

b) recommendations for the attention of designers, maintenance staff, planners and users;
c) design changes which have already been incorporated as a result of the FMEA,;

d) effects that are mitigated by the incorporated design changes.

6 Other considerations

6.1 Common-cause failures

In a reliability analysis, it is not sufficient to consider only random and independent failures.
Some "‘common-cause” failures (CCF) can occur, that cause system performance degradation
or failure through simultaneous deficiency in several system components, due to a single
source such as design error (improper components derating), environmental stresses
(lightning), or human error.

Common cause failures (CCF) are those failures which defeat the fundamental assumption
that the failure modes under consideration in the FMEA are independent. The CCF will cause
more than one item to fail simultaneously, or within a sufficiently short period of time as to
have the effect of simultaneous failures.
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Typically, sources of CCF include

— design: software, rating;
— manufacturing: batch related component flaws;
— environment: electrical interference, temperature cycling, vibration;

— human factors: incorrect operating or maintenance actions.

The FMEA must therefore consider possible sources of CCF when analysing a system that
uses redundancy to maintain function or multiple items to mitigate consequences in the event
of failure.

A CCF is the result of an event that, because of logical dependencies, causes a coincidence
of failure states in two or more components (excluding secondary failures caused by the
effects of a primary failure). Common-cause failures can be in identical parts with the same
fallure modes and weaknesses used in various assemblies of a system — possibly redundant,
where redundancy Is voided.

CCFs can be analysed qualitatively using FMEA, but the ability of FMEA to fully analyse CCF
Is quite limited. However, FMEA is a procedure to examine successively each failure mode
and associated causes and also to identify all periodic tests, preventative maintenance
measures, etc. It makes possible a study of all the causes that can induce potential CCF.

A combination of several methods is useful to prevent or mitigate CCF (system modelling,
physical analysis of components): functional diversity (where the redundant branches or parts
of the system performing the same function are not identical and have different failure
modes), physical separation to eliminate influence of environmental or EMI (electromagnetic
interference) stresses causing CCF, tests, etc. Usually the FMEA does not consider the
examination of preventive measures against CCF. However, these measures have to be
Included In the remarks column, to help in understanding the whole FMEA.

6.2 Human factors

Some systems have to be designed to prevent or mitigate some human errors. An example of
those measures would be providing mechanical interlocks on railway signals, and passwords
for computer usage or data retrieval. Where such provisions exist in a system, the effect of
failure of the provisions will depend on the type of error. Some modes of human error should
also be considered for an otherwise fault-free system, to check the effectiveness of the
provisions. Although incomplete, even a partial listing of these modes is beneficial for the
identification of design and procedural deficiencies; the identification of all possible forms of
human error would probably be impossible.

Many CCFs involve human errors. For example, incorrect maintenance of similar items can
negate redundancy. To avoid this, material diversity in redundant elements is often
introduced.

6.3 Software errors

An FMEA conducted on the hardware of a complex system may have repercussions on the
software in the system. Thus, decisions about effects, criticality and conditional probabilities
resulting from the FMEA may be dependent upon the software elements and their nature,
sequence and timing. When this I1s the case, the interrelationships between hardware and
software need to be clearly identified because any subsequent alteration or improvement of
the software may modify the FMEA and the assessments derived from it. Approval of software
development and change may be conditional upon a revision of the FMEA and the related
assessments, e.g. software logic may be altered to improve safety at the expense of
operational reliability.
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Malfunctions due to software errors or inadequacies will have effects with significance that will
be determined by both hardware and software design. The postulation of such errors or
Inadequacies and the analysis of their effects are possible only to a limited extent. The effects
upon associated hardware of possible errors in software may be estimated and the provision
of fallback arrangements either in software or hardware is often suggested by such analysis.

6.4 FMEA regarding consequences of system failure

A system FMEA can be carried out without reference to any particular application and could
then be adapted subsequently for project use. This applies to relatively small assemblies that
might themselves be regarded as generic components (for example an electronic amplifier, an
electric motor, a mechanical valve).

However, it is more usual to develop a project-specific FMEA and to have regard to the
particular consequences of system failure. It might be necessary to categorize the effects of
failures on the system according to the consequences of these failures, for example, fail-safe,
repairable failure, non-repairable failure, mission degraded, mission failed, effects on
individuals, groups or society generally.

The need to relate an FMEA to the ultimate consequence of system failure will depend on the
project and the relationship between the FMEA and other forms of analysis, such as fault
trees, Markov graphs, Petri nets, etc.

7 Applications

7.1 Use of FMEA/FMECA

FMEA is a method that is primarily adapted to the study of material and equipment failures
and that can be applied to categories of systems based on different technologies (electrical,
mechanical, hydraulic, etc.) and combinations of technologies or it may be specific to
particular pieces of equipment, to systems or to projects as a whole.

FMEA should also include the consideration of software and human performance where these
are relevant to the dependability of the system. An FMEA can be a study for general use to
study various processes (medical, laboratory, manufacturing, development, educational, etc.)
when it usually assumes the name of the Process FMEA or PFMEA. When a Process FMEA
Is performed, it is always done in regards to the process end goal or the target of a process,
and then considers each step within that process as a potential to produce an unfavourable
outcome of the other steps in the process or of the process end goal.

7.1.1 Application within a project

A user should determine how and for what purposes FMEA is used within his/her own
technical discipline. It may be used alone or to complement and support other methods of
reliability analysis. The requirements for FMEA originate from the need to understand
hardware behaviour and its implications for the operation of the system or equipment. The
need for FMEA can vary widely from one project to another.

FMEA supports the design review concept and should be put into use as early as possible in
the period of system and subsystem design. FMEA is applicable to all levels of system design
but is most appropriate for lower levels where large numbers of items are involved and/or
there is functional complexity. Special training of personnel performing FMEA is essential and
they need the close collaboration of systems engineers and designers. The FMEA should be
updated as the project progresses and as designs are modified. At the end of the project,
FMEA is used to check the design and may be essential for demonstration of conformity of a
designed system to the required standards, regulations, and user's requirements.
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Information from the FMEA identifies priorities for statistical process control, sampling and
inspection tests during manufacture and installation and for qualification, approval,
acceptance and start-up tests. It provides essential information for diagnostic and
maintenance procedures for inclusion in handbooks.

In deciding on the extent and the way in which FMEA should be applied to an item or design,
it is important to consider the specific purposes for which FMEA results are needed, the time
phasing with other activities and the importance of establishing a predetermined degree of
awareness and control over unwanted failure modes and effects. This leads to the planning of
FMEA in qualitative terms at specified levels (system, subsystem, component, item) to relate
to the iterative design and development process.

To ensure that it is effective, the place of FMEA should be clearly established in the
dependability programme, together with the time, manpower and other resources needed to
make it effective. It is vital that FMEA is not abridged to save time and money. If time and
money are short the FMEA should concentrate on those parts of the design which are new or
are used in new ways. FMEA can be economically directed to areas identified as crucial by
other methods of analysis.

7.1.2 Application with a process
When prepared for a process, performance of PFMEA requires the following:

a) a clear definition of the process goal. When a process is complex, the process goal can
be broken down to the overall goal or the product of the process, goal or a product of a
set of process sequences or steps, and product of individual process step;

b) understanding of the individual steps in the process;
c) understanding of potential flaws in each process step;

d) understanding of the effect that each individual flaw (potential failure) can have on the
product of the process;

e) understanding of potential causes of each of the flaws or potential process failures/faults.

If a process has more than one product, then it can be analysed with the specific product in
mind; that is a PFMEA is made for individual products. The process can also be analysed in
terms of its steps and potential unfavourable outcomes, which would result in a generalized
PFMEA for the process regardless of types of individual products.

7.2 Benefits of FMEA
Some of the detailed applications and benefits of FMEA are listed below:

a) to avoid costly modifications by the early identification of design deficiencies;

b) to identify failures which, when they occur alone or in combination, have unacceptable or
significant effects, and to determine the failure modes which may seriously affect the
expected or required operation;

NOTE 1 Such effects may include secondary failures.,

c) to determine the need for the design methods for reliability improvement (redundancy,
operational stresses, fail safe, component selection and de-rating, etc.);

d) to provide the logic model required to evaluate the probability or rate of occurrence of
anomalous operating conditions of the system in preparation for criticality analysis;

e) to disclose safety and product liability problem areas, or non-compliance with regulatory
requirements;

NOTE 2 Frequently, separate studies will be required for safety, but overlap is inevitable and therefore
cooperation is highly advisable.

f) to ensure that the development test programme can detect potential failure modes;

g) to focus upon key areas in which to concentrate quality control, inspection and
manufacturing process controls;
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h) to assist in defining various aspects of the general preventive maintenance strategy and
schedule;

1) to facilitate or support the determination of test criteria, test plans and diagnostic
procedures, for example: performance testing, reliability testing;

]} to support the design of fault isolation sequences and to support the planning for
alternative modes of operation and reconfiguration;

K) to provide designers with an understanding of the factors which influence the reliability of
the system;

1) to provide a final document that is proof of the fact that (and of the extent to which) care
has been taken to ensure that the design will meet its specification in service. (This is
especially important in the case of product liability.)

7.3 Limitations and deficiencies of FMEA

FMEA is extremely efficient when it is applied to the analysis of elements that cause a failure
of the entire system or of a major function of the system. However, FMEA may be difficult and
tedious for the case of complex systems that have multiple functions involving different sets of
system components. This is because of the quantity of detailed system information that needs
to be considered. This difficulty can be increased by the existence of a number of possible
operating modes, as well as by consideration of the repair and maintenance policies.

FMEA can be a laborious and inefficient process unless it is judiciously applied. The uses to
which the results are to be put subsequently should be defined, and FMEA should not be
included in requirements specifications indiscriminately.

Complications, misunderstandings and errors can occur when FMEA attempts to span several
levels in a hierarchical structure if redundancy is applied in the system design.

Any relationships between individual or groups of failure modes or causes of failure modes
cannot be effectively presented in FMEA, since the main assumption of such analysis is
independency of failure modes. This deficiency becomes even more pronounced in view of
software/hardware interactions, where independency assumption does not apply. The same
type of difficulty can be encountered when adding the human interactions with hardware and
modelling their interdependencies. Assumption of independency may obscure a failure mode
that may have drastic consequences when a result of another failure mode, whilst each of
them separately might have a low probability of occurrence. The interrelationship scenarios
are far better modelled using the approach of failure mode analysis with the FTA tool
(IEC 60300-3-1, Edition 2).

It is therefore preferable for an FMEA to be restricted to relating two levels only in the
hierarchical structure. For example, it is a relatively straightforward task to identify failure
modes of items and to determine their effects on the assembly. These effects then become
the failure modes at the next level up, e.g. the module, and so on. However, successful multi-
level FMEAs are often carried out.

Additional deficiency of FMEA is found in its inability to provide a measure of overall system
reliability, and for the same reason it is not capable to provide any measure of design
iImprovements or tradeoffs.

7.4 Relationships with other methods

FMEA (or FMECA) can be used alone. As a systematic inductive method of analysis, FMEA is
most often used to complement other approaches, especially deductive ones, such as FTA. At
the design stage, it is often difficult to decide whether the inductive or deductive approach is
dominant, as both are combined in processes of thought and analysis. Where levels of risk
are identified in industrial facilities and systems, the deductive approach is preferred but
FMEA is still a useful design tool. However, it should be supplemented by other methods. This
Is particularly the case when problems need to be identified and solutions need to be found in
situations where multiple failures and sequential effects need to be studied. The method used
first will depend on the project programme.
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During the early design stages, where only functions, general system structure and
subsystems have been defined, successful performance of the system can be depicted by a
reliability block diagram or by a failure path by a fault tree. However, to assist in drawing
these diagrams of the system, an FMEA Iinductive process should be applied to the
subsystems before they are designed. Under these circumstances, the FMEA approach
cannot be a comprehensive procedure but is instead a thought process not readily expressed
in a rigid tabular form. In general, when analysing a complex system involving several
functions, numerous items and interrelations between these items, the FMEA proves to be
essential but not sufficient.

Fault Tree Analysis (FTA) is a complementary deductive method for analysis of failure modes
and their respective causes. It traces the low-level causes of a postulated high-level failure.
Though the logical analysis can be, and sometimes is, used for purely qualitative analysis of
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Summary of procedures for FMEA and FMECA

A.1 Steps for performance of analysis

Procedural steps needed to perform an analysis are as follows.

AV

Decide whether FMEA or FMECA is required.

o

Define system boundaries for analysis.

o O

)
)
) Understand system requirements and function.
) Define failure/success criteria.

)

Determine each item’s failure modes and their failure effects and record these.

4"

f) Summarize each failure effect.
g) Report findings.

Additional steps to be taken for FMECA are as follows.

h) Determine system failure severity classes.

|) Establish item’s failure mode severity.

)) Determine item’s failure mode and effect frequencies.

K) Determine failure mode frequencies.

1) Draw up criticality matrix for item failure modes.

m) Summarize the criticality of failure effects from the criticality matrix.
n) Draw up criticality matrix for system failure effects.

0) Report findings at all levels of analysis.

NOTE Quantification of failure mode and effect frequencies may be undertaken in an FMEA by carrying out steps
h), i) and j) at the end of the FMEA.

A.2 FMEA worksheet

A.2.1 Scope of a worksheet

The FMEA worksheet captures the details of the analysis in a tabularized manner. Although
the general FMEA procedure is a standard, the design of a particular worksheet can be
tailored to fit the application and project requirements.

Figure A.1 i1s an example of a format for an FMEA worksheet.

A.2.2 Worksheet header

The header part of the form captures the following information:

— the system, as an end item, identifies the item for which the end effects are being
identified. This identifier should be consistent with the terminology used in the block
diagrams, schematics or other drawings;

— the operating mode assumed for the analysis;
— item refers to the item (module, component or part) being analysed on this worksheet;

— revision level, date and the name of the analyst coordinating the FMEA effort as well as
the names of the core team members who provide additional information for document
control purposes.
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A.2.3 Worksheet entries

The entries for "ltem reference"” and "ltem description and function” are to identify the subject
of the analysis. The reference should be keyed to the block diagram or other supporting
documents. A brief description of the item and its function is entered.

The manner in which the item might fail is entered under "Failure mode". Subclause 5.2.3
provides guidance for identifying potential failure modes. Entering a unique identifier ("Failure
mode code”) for each unique item failure mode will facilitate summarizing the results of the
analysis.

The most likely causes of the failure mode are listed under "Possible failure causes”.

A concise description of the effects of the failure mode on the item being analysed is entered
under "Local effect”. Similar information is entered in the "Final effect” column to indicate the
effects of the failure mode on the end item. For some FMEA analyses it is desirable to
evaluate the failure effect at an intermediate level. In this case the effect on "Next higher
assembly” is entered in an additional column. ldentifying failure mode effects is discussed
further in 5.2.5.

A brief description of how the failure mode is detected is indicated under "Detection method".
The detection method may be done automatically by a built-in-test (BIT) feature of the design
or may require diagnostic procedures by operating or maintenance personnel. It is important
to identify the detection method so that the analyst can be assured that corrective action will
occur.

Features of the design that mitigate the particular failure mode, such as redundancy, are to be
noted under "Compensating provision against failure”. Compensation provided by specific
maintenance or operator actions should also be noted here.

The "Severity class" identifies the severity level as determined by the FMEA analysts.

"Frequency or probability of occurrence” identifies the rate of occurrence of the particular
failure mode. The frequency scale is tailored to fit the application (e.g. failures per million
hours, failures per distance travelled, i.e. 1 000 km, etc.).

The "Remarks" entry captures the observations and recommendations of the analysts as
described in 5.3.4.

A.2.4 Worksheet remarks

The last worksheet entry should give any pertinent remarks to clarify other entries. Possible
future actions such as recommendations for design improvements may be recorded and then
amplified in the report. This column may also include the following:

a) any unusual conditions;

b) effects of redundant element failures;

c) recognition of specially critical design features;

d) any remarks to amplify the entry;

e) references to other entries for sequential failure analysis;

f) significant maintenance requirements;

g) dominant failure causes;

h) dominant failure effects;

I) decisions taken, e.g. at design review.
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Annex B
(informative)

Examples of analyses

B.1 Example 1 - FMECA for a part of automotive electronics with RPN
calculation

In Figure B.1, a small part of an extensive FMECA done for an automotive product is
presented. The assembly analysed is the power supply, and only its connections to the

battery line.

The battery line has a diode D1, and a capacitor C9 connecting the plus side of the battery to
the ground. The diode is reversed polarity such that if a negative battery side is connected to
the item, this negative voltage would short to ground, protecting the item from damage. The
capacitor is for the EMI filtering. If any of those parts should short to ground, the battery
would also short to ground which could lead to the draining of the vehicle battery. Such failure
is certainly without a warning, and a “walk home" failure in the automotive industry is
considered hazardous. Therefore, for the failure modes of both parts "short’, the S rank is 10.
Occurrences were calculated from the parts failure rates under their respective stresses for
the vehicle life, and then matched to the O scale of the automotive FMEA. Detection is very
low, as shorting of any of the parts would be immediately noticed in test — item not
operational.

Opening of any of the above parts would not cause any damage to the item, except if the
diode opens, then there would be no reverse battery protection, while with the capacitor open,
there would be no EMI filtering — possible noise for the other equipment in the vehicle.

There is a coil, L1, between the battery and the item’s circuitry, primarily for filtering. If the
coil opens, the item would not be operational as the battery would be disconnected and the
warning display would not be lit. Coils do have a very low failure rate, so that the occurrence
IS 2.

Resistor R91 carries the battery voltage to the switching transistors; if failed open, it would
render the item inoperable, which also would be severity 9. Since resistors have a very low
failure rate, the occurrence is 2. Detection is 1, since the item would not be operational.
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diode opens, then there would be no reverse battery protection, while with the capacitor open,
there would be no EMI filtering — possible noise for the other equipment in the vehicle.

There is a coil, L1, between the battery and the item’s circuitry, primarily for filtering. If the
coil opens, the item would not be operational as the battery would be disconnected and the
warning display would not be lit. Coils do have a very low failure rate, so that the occurrence
IS 2.

Resistor R91 carries the battery voltage to the switching transistors; if failed open, it would
render the item inoperable, which also would be severity 9. Since resistors have a very low
failure rate, the occurrence is 2. Detection is 1, since the item would not be operational.
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